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DECENTRALIZED
APPLICATIONS

Blockchain-based user-facing interfaces which
connect the end user to the technology through a
combination of underlying Smart Contracts.

The relationship between dApps, Smart Contracts
and the Blockchain is similar to traditional web
applications. They render a particular page by using
particular platform API to access its database.

Similarly, dApps use Smart Contracts in order to
connect to the particular Blockchain upon which they
are based.



DEFINITION OF DECENTRALIZED

Centralized Distributed Decentralized

One node does everything Nodes distribute work to sub-nodes Nodes are only connected to peers

Data Center
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USE CASES FOR
DAPPS
AND PROJECTS

Dapps and Smart Contracts
can build on each other.
The ecosystem can grow
exponentially instead of just
linearly.
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Truffle and Open Zeppelin for contracts development
Ganache as Blockchain Emulator

Metamask as hot-wallet

Django for the implementation of the platform
Web3.js and Web3.py for frontend calls to deployed
contracts



Truffle Framework

Truffle is a world class development environment,
testing framework and asset pipeline for
blockchains using the Ethereum Virtual Machine.

e Built-in smart contract compilation, linking, deployment and binary
management.

e Automated contract testing for rapid development.

e Scriptable, extensible deployment & migrations framework.

e Network management for deploying to any number of public & private
networks.

e |Interactive console for direct contract communication.

e Configurable build pipeline with support for tight integration.

e External script runner that executes scripts within a Truffle environment.
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Open Zeppelin
¥4 OpenZeppelin

OpenZeppelin is a battle-tested framework of reusable smart contracts for
Ethereum and other EVM and eWASM blockchains.

e Focused on security: using industry standard contract security patterns

and best practices.
e Modular approach: simple code, only basics. Easy collaboration and

auditing.
e Open source: community driven. Used by multiple organizations and

individuals.
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Blockchain emulator: Ganache
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Ganache is a standalone full Blockchain emulator that runs
locally. When is runned, it's possible to connect to the
network through the socket: http://127.0.0.1:7545, with the
help of Web3.

ACCOUNTS

CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK ID RPC SERVER MINING STATUS
0 2000000000 6721975 5777 HTTP://127.0.0.1:7545 AUTOMINING -’

MNEMONIC HD PATH

melt village lumber glare glad nephew message citizen lift airport section furnace m/44'/60'/0'/0/account_index
ADDRESS BALANCE TX COUNT INDEX J
0x2a495125B4c04CFO566D4ff1E332c660De212930 100.00 ETH 0 0

ADDRESS BALANCE TXCOUNT  INDEX
0x19FeB89DCFDFFEff5518c48EbC809b33319d44FF  100.00 ETH 0 4

ADDRESS BALANCE TXCOUNT ~ INDEX i
0xbOF97FFa6980E245F50226C55D0dD8b37e628D660  100.00 ETH 0 1
ADDRESS BALANCE TXCOUNT  INDEX &
0x0Fdb57FD62d5¢c744F32f9b5eC7F7056C16859682 100.00 ETH 0 2
ADDRESS BALANCE TXCOUNT ~ INDEX &
0xb53f4565f0168edEADFd098C96C15D459a2dF163  100.00 ETH 0 3

&



Blockchain emulator: Ganache

Ganache is very useful for developing and testing, it's possible to examine all
blocks and transactions present in the blockchain. Also offers the possibility
to see the log output of the entire operations that occurs into it.
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An example of

CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK ID RPC SERVER MINING STATUS
1

2000000000 6721975 5777 HTTP://127.0.0.1:7545 AUTOMINING a tra n S a Ct | O n

~mx | TX 0xf684f8fe9693973d8c6048a2a39f080a6914ed2e6f179a93f30e77beast08970d

SENDER ADDRESS CREATED CONTRACT ADDRESS
0xbOF97FFa6980E245F50226C55D0dD8b37e628D60 06x11fD2f9a70a5fBe72A5975fE98802C588FB5aCoF deployment
VALUE GAS USED GAS PRICE GASLIMIT MINED IN BLOCK

0.00 ETH 863772 2000000000 963772 1

TXDATA .

0x60c0604052600C60808190527 4755535441564 204347494 1526 16004919062000194565b5060408

05180820190915260038082527 47555 209609201918252620000879160059162000194565b5060 | nto G a n a C h e

068054601f191660121790556200002933640100000000620000af810204565b62000239565b620000ca600382640100000000620009616200010182021704565b604051600
160a060020a038216907f6ae172837ea30b801fbfcdd4108aald5hf8ff775444fd70256b44e6bf3dfc3f690600090a250565b600160a060020a038116151562000117576000
80fd5b6200012c82826401000000006200015c810204565b156200013757600080fd5b600160a060020a03166000908152602091909152604090208054601f1916600117905
5565b60006001602060020a03821615156200017457600080fd5b50600160a060020a031660009081526020919691526040902054601f1690565b8280546001816001161561
01000203166002900490600052602060002090601f016020900481019282601f10620001d757805160fF191683800117855562000207565b828001600101855582156200020
7579182015b82811115620002075782518255916020019196060010190620001€a565b506200021592915062000219565b5090565h6200023691905b80821115620002155760
60815560010162000220565b90565h6102358062000249600039600013006080604052600436106100da5763ffffffff7col
6000000000000000060003504166306fdde0381146100df578063095€a7b31461016957806318160ddd146101a157806323h872dd146101c8578063313¢ce567146101f25780
63395093511461021d57806340c10f191461024157806370a082311461026557806395d89b4114616286578063983b2d561461029b57806398650275146102be578063a457¢
2d7146102d357806329059cbb1461027578063aa271e1a1461031b578063dd62ed3e1461033c575b600080fd5b3480156100eb57600080fd5h506100f4610363565b604080
51602608082528351818301528351919283929683019185019080838360005h8381101561012e5781810151838260152602001610116565b505050560905090810190601116801
561015b57808203805160018360200361010002031916815260200191505b509250505060405180910390135b34801561017557600080fd5b5061018d600160206002020360
0435166024356103f1565b60408051911515825251908190036020019035h3480156101ad57600080fd5b506101b661046f565b6040805191825251908190036020019035
b3480156101d457600080fd5h5061018d600160a060020a0360043581169060243516604435610475565b3480156101fe576000801d5b506102076104€2565b60408051601f
9092168252519081900360200190135b34801561022957600080fd5b5061018d6001602060020a03600435166024356104eb565b34801561024d57600080fd5b5061018d600
160a2060020a036004351660243561059b565b34801561627157600080fd5b506101b6600160a060020203600435166105c4565h34801561029257600080fd5b506100f46105
df565b3480156162a757600080fd5h506102bc600160a060020a036004351661063a565b005b3480156102ca57600080fd5h506102bc61065a565b3480156102df576000801

4EhRNA1N10ARANTAAAARANIAAIAANLIRIAAATLIRAIARARRARKYLONT1GATAIAIRTAANAOALARKEARTA10ARNATGANNEAAIA~AIEANLIE1GANILIRATAGRARARRI L0 RE1AIITRTEN
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The Metamask hot wallet

o

MetaMask is an extension for accessing Ethereum enabled distributed
applications by the normal browser.

The extension injects the Ethereum web3 API into every website's javascript
context, so that dapps can read from the blockchain.

MetaMask also lets the user create and manage their own identities, so when
a Dapp wants to perform a transaction and write to the blockchain, the user
gets a secure interface to review the transaction, before approving or
rejecting it.
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Web3.js & Web3.py

The web3.js library is a collection of modules which
contain specific functionality for the ethereum
ecosystem. In particular:

e The web3-eth is for the ethereum blockchain
and smart contracts

e The web3-utils contains useful helper functions
for Dapp developers.

Web3.py is instead a Python library for P
interacting with Ethereum. Its APl is derived

directly from the Web3.js Javascript API. pgthOﬂ
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Contract's files

Contract Definition: Formal definition in high-level code (e.g. Solidity).

01100
10110
11110

)

JSON
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Compiled Contract: the contract converted to byte-code to run
on the Ethereum Virtual Machine (EVM). Note the function
names and input parameters are hashed during compilation.
Therefore, for another account to call a function, it must first be
given the function name and arguments.

Application Binary Interface - ABI: A list of the contract's
functions and arguments (in JSON format). An account wishing
to use a smart contract's function uses the ABI to hash the
function definition so it can create the EVM bytecode required
to call the function. This is interpreted by the EVM with the code
at the target account (the address of the contract).
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Smart contracts are autonomous. Perform calculations

There are not controlled by

Store data
anyone. i AHATL

Contract

They self-executed based on a set Send Ether
of instructions that two parties have
agreed to.




IDEA:
We are used to think
that a cannot help

an African child.




IDEA:
We are used to think
that a cannot help

an African child.
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| ikeStarter

Social Network that
allows users to raise
funds for other users
through a simple Like.

https://arxiv.org/abs/1905.05560
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https://arxiv.org/abs/1905.05560

Anatomy of communication

@ Like

A 4

x Ajax
unction

-
x Ajax 4
unction

V¥ Liked
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web3.js

 dj
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Django
View

Blockchain
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| ikeStarter

Likoin

Standard ERC20 Token used for
Crowdfunding.

It acts as a Token but also as a
Share, expressing the ownership
relationship between the
crowdfunding beneficiary and the
token holder.

Crowdsale

Simple contract for Crowdfunding
that allows to buy Likoin token
transfering ETH to the beneficiary.

ArtifactsManager

A contract that allows the
crowdfunding beneficiary to offer
artifacts that can be traded for
Bucks.

Buck is another type of token that
can be only traded with an artifact
and has no monetary value.

Voting
A Decentralized Autonomous
Organization implementation, to
allow Likoin holders to vote for a
price to give to an artifact.



https://github.com/flamel13/eth-crowdsale/tree/master/LikeStarterTruffle/contracts

Like

LIKESTARTER
DAPP LIKOIN CROWDSALE
\
|
\ i \ .
| |
Usfer | buyTokens(
Address
userWallet,
{value:

1 Finney})

mint(
userWallet,

transferETH(
Address benWallet)
>

amount)

receipt




