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Information Communication Technologies (ICTs)

ICTs of early 2000s broke the boundaries between Internet
consumption and participation:

the users of the Web produce the data that other users consume.

Content consists often in personal data that involves users or their family, friends, ...
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Onlife

• Onlife represents the human experience in a society
• where ”it no longer distinguishes between online or offline”
• where ”it is no longer reasonable to ask whether one is online or offline” [Floridi, 2014]

• ICTs innovations: information scarcity ! information abundance
• Benefits vs. privacy of the users who inhabit the onlife world.
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Informational Privacy and Inference

Informational privacy! an individual’s freedom from informational interference
achieved by a restriction on facts about him or her that are unknown or unknowable.

• “anonymous” data and little background knowledge (OSNs) can lead to identify
individuals and discover their private attributes [Qian et al., 2016].

• social structures allow to infer: (i) friendships links and (ii) fine-grained users’
data even when they keep their data private but their friends do not
[Sadilek et al., 2012, Jurgens, 2013].

• obtain “co-location” information from a privacy sensitive user’ friends
[Olteanu et al., 2014], e.g. pictures and messages [Ajao et al., 2015] or metadata
such as spatiotemporal correlations [Yamaguchi et al., 2014].

• Location data allows to infer individuals activities (health information, social
status, political and religious associations) that individuals never intended or
agreed to share [Keßler and McKenzie, 2018]. 7 / 64
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Economics of Personal Information

• A user’s “digital twin” can be depicted using information collected by digital ITCs
from him or his friend, and sold in the adtech industry [Zuboff, 2019].

• " understanding activity and lifestyle patterns) " intrusive recommendations.

Consumers Privacy Paradox [Norberg et al., 2007]
attitude: profess their need for privacy (general)

behavior: remain user of the tech that track and share their data (contextual)

• “Privacy Calculus” [Laufer and Wolfe, 1977]:

utility of the perceived value of disclosure =
privacy risk

benefits
• Correct estimation undermined by asymmetric information or unawareness of
possible alternative solutions [Acquisti et al., 2016]. 8 / 64
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Honest�

• �but curious

•
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Photo storage
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Privacy Terms - difficulties in cognitively processing such information
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General Objective of this work

To investigate methodologies and to design systems that direct the personal data
control flow towards individuals in the European Union regulatory framework.

Data protection is thus conveyed assuming that:
“privacy is not the opposite of sharing– rather, it is control over sharing”
[Acquisti et al., 2016]
following these authors’ definition of informational privacy: [Westin, 1967, Floridi, 2014,
International Association of Privacy Professionals, 2011].
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