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Information Communication Technologies (ICTs)

ICTs of early 2000s broke the boundaries between Internet
consumption and participation:

the users of the Web produce the data that other users consume.

Content consists often in personal data that involves users or their family, friends, ...
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Onlife

• Onlife represents the human experience in a society
• where ”it no longer distinguishes between online or offline”
• where ”it is no longer reasonable to ask whether one is online or offline” [Floridi, 2014]

• ICTs innovations: information scarcity → information abundance
• Benefits vs. privacy of the users who inhabit the onlife world.
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Informational Privacy and Inference

Informational privacy→ an individual’s freedom from informational interference
achieved by a restriction on facts about him or her that are unknown or unknowable.

• “anonymous” data and little background knowledge (OSNs) can lead to identify
individuals and discover their private attributes [Qian et al., 2016].

• social structures allow to infer: (i) friendships links and (ii) fine-grained users’
data even when they keep their data private but their friends do not
[Sadilek et al., 2012, Jurgens, 2013].

• obtain “co-location” information from a privacy sensitive user’ friends
[Olteanu et al., 2014], e.g. pictures and messages [Ajao et al., 2015] or metadata
such as spatiotemporal correlations [Yamaguchi et al., 2014].

• Location data allows to infer individuals activities (health information, social
status, political and religious associations) that individuals never intended or
agreed to share [Keßler and McKenzie, 2018]. 7 / 64
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Economics of Personal Information

• A user’s “digital twin” can be depicted using information collected by digital ITCs
from him or his friend, and sold in the adtech industry [Zuboff, 2019].

• ↑ understanding activity and lifestyle patterns⇒ ↑ intrusive recommendations.

Consumers Privacy Paradox [Norberg et al., 2007]
attitude: profess their need for privacy (general)

behavior: remain user of the tech that track and share their data (contextual)

• “Privacy Calculus” [Laufer and Wolfe, 1977]:

utility of the perceived value of disclosure =
privacy risk

benefits
• Correct estimation undermined by asymmetric information or unawareness of
possible alternative solutions [Acquisti et al., 2016]. 8 / 64
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Honest∗

• ∗but curious

•
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Photo storage
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Privacy Terms - difficulties in cognitively processing such information
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General Objective of this work

To investigate methodologies and to design systems that direct the personal data
control flow towards individuals in the European Union regulatory framework.

Data protection is thus conveyed assuming that:
“privacy is not the opposite of sharing– rather, it is control over sharing”
[Acquisti et al., 2016]
following these authors’ definition of informational privacy: [Westin, 1967, Floridi, 2014,
International Association of Privacy Professionals, 2011].
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General Data Protection Regulation (GDPR)

• Personal data processing must be lawful, fair, and transparent to the Data Subject.
• Data Processor must process data for the legitimate purposes specified explicitly
to the Data Subject.

• The Data Controller is responsible for being able to demonstrate GDPR compliance.
• Integrity and confidentiality, data minimization, accuracy, storage limitation, etc.
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”A European strategy for data” - COM(2020) 66 final

• “[Citizens] can be empowered to be in control of their data through tools and
means to decide at a granular level about what is done with their data (‘personal
data spaces’). This could be supported by enhancing the portability right for
individuals under Article 20 of the GDPR, giving them more control over who can
access and use machine-generated data”
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Sub-Objectives of this work

O1. To identify the systems that can be used to de-centralize the exploitation of
personal information and their legal compliance with the EU regulation.

O2. To design and implement systems that store and/or trace personal data, and that
provide access to them only through policies set by data subjects or based on
GDPR legal bases.

O3. To design and implement interoperable mechanisms that enable the universal
identification of personal data, policies and credentials, in such a way that the
data subjects can be sovereign to decide how to store and share their data.
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Hypotheses of this work

H1.1. Decentralized systems based on Distributed Ledger Technologies can support the
replacement of current ICTs-platform-centered personal data management in
terms of feasibility, efficiency, and legal compliance.

H1.2. The distributed execution of smart contracts and dedicated cryptographic schemes
can be efficiently employed to provide personal data access control without relying
on a trusted third party.

H1.3. A decentralized personal information management system can effectively be
integrated with, and Semantic Web technologies and standards to (i) enforce data
subjects’s and/or GDPR-based data access policies, (ii) provide an interoperable
way to move personal data and trace related processes, and (iii) identify
information related to a data subject’s online identity universally.
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decentralized Personal Information Management System

• A dPIMS can provide individuals with tools for managing the collected data and
access control to other parties wishing to use such data

• It acts as a strong facilitator for the consent of individuals (and not only)
• Decentralized architectures fits perfectly with data sovereignty
• Studies that identify roles and adherence of DLTs to GDPR:
EU blockchain forum, CNIL in France, AEDP in Spain, Finck and Pallas, etc...

• Data interoperability and collaboration between services can be strongly backed
up by the use of standards and related technologies (Semantic Web)

• Common API for requests to Data Controller
• Machine readable access control policies (MPEG-21, W3C Open Digital Rights
Language)
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Main Research Question:

Are decentralized technologies and semantic web standards able to support
individuals’ personal data protection and portability optimally?

18 / 64



Introduction PDS DIX DAUTH PPAC SSI Conclusions Onlife Methodology De-centralization Thesis Structure

Research Questions:

• RQ1.1 - Are decentralized technologies able to support the replacement of current
platform-centered data protection management?

• RQ1.2 - How can semantic web vocabularies and disintermediation foster a
convergence between the protection of individuals’ data and the development of
data sharing solutions?

• RQ1.3 - To what extent can decentralized systems and EU regulations such as the
GDPR coexist in order to effectively shift the de facto control of personal data
sharing to data subjects?
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Centralized - Honest (but curious)
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Single point of failure

Single point of failure
Part of a system that, if it fails, will stop the entire system from working.
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De-centralized Permissionless
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Bitcoin

• The first Peer-to-Peer (P2P) cryptocurrency that brought a new wave of
development of decentralized systems to combat the single point of failure issue.

• Such a system operates through the emergent behavior of its component parts
rather than as a result of the influence of a centralized part.

• Nakamoto has made possible the coordinated operation of nodes in a network
without needing to control their access to the system itself

• a permissionless transactional decentralized system.
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Does it solve the single point of failure issue?

• Criticisms: issue of trust.
• Blockchain attempts to replace trust with code, i.e., consensus algorithm
• Bruce Scheiner (“On the Dangers of Cryptocurrencies and the Uselessness of
Blockchain”):

• This makes these technologies less trustworthy than non-blockchain systems.
• Non-blockchain systems are based on other general mechanisms humans use to
incentivize trustworthy behavior that make consensus mechanisms unnecessary

• morals, reputation, institutions, and security mechanisms.
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Reasons

• Consensus mechanisms shift the trust in people and institutions to trust in the
technology. When that trust turns out to be misplaced, there is no recourse.

• In such a permissionless environment it may be infeasible to incentivize
participants to adequately provide functions like quality control or coordination of
system development and evolution.

• Centralization emerges de facto:
• hierarchy of the small number of developers controlling the blockchain software
• the few numbers of centralized networks that control the consensus mechanism
execution (mining pools).
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De-centralized Permissionless
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De-centralized Permissionless
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Permissioned DLTs

• Different actors with different interests (possibly clashing between themselves)
constantly monitor their “adversary-peers”

• control if one of them attempts to alter or inadvertently change previously
agreed-upon information.

• single source of verifiable truth among de-centralized organizations.
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De-centralized Permissioned
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Permissioned DLTs + Law

• Absolutist Law perspective
Creating laws without looking for ways to approach technology → does not
preserve the survival of new technologies

• Absolutist Technology perspective
Designing technology without relying on laws → creates ”temporarily autonomous
zones” to which is difficult to enter into/exit from.

• Law + technology
complement each other while trying to preserve their sphere of influence →
maintaining the distinctive features of DLTs while being allowed to enforce the law.
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Individuals at the center of a Privacy-by-Design System
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Chapter 4 - Personal Data Storage (PDS)

Personal data are kept in a Personal Data Storage (PDS) -> set of encrypted data
referring to the subject that is stored in a Decentralized file storage (DFS).
Contributions:

1. First, we provide an interdisciplinary analysis of technical and non-technical
drivers for the design of a PDS. In particular, in the background, related work, and
architecture description, we refer to the GDPR and work/analyses related to this.

2. Second, we describe the decentralized PDS system based on the use of DFS for the
off-chain storage of personal data and a DLT for data integrity and traceability.

3. Third, we provide a prototype implementation of the described system, and we
evaluate its performance using an experimental evaluation (IPFS/SIA & IOTA).
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Personal Data Storage (PDS) Architecture

Figure 1: Diagram showing a layered vision of the whole PDS architecture.
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Data classification and use in the architecture

Data Type Source Storage Location

Personal
Data

Personal Subject Personal Device
or Data Holder Device

Private:
• Subject Personal Device
• Data Holder Private Storage

Encrypted
Data

Pseudony-
mous∗

Encrypting personal data Private/Public:
• Decentralized File Storage
• Data Holder Private Storage

On-chain
Hash Ptr

Pseudony-
mous∗

Hashing Encrypted Data
using Single-Use Salt

Private/Public:
• DLT

Address Pseudony-
mous

Created from the Subject
Personal Device Wallet

Private/Public:
• DLT
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Cryptosystem

Figure 2: Data and key encapsulation mechanisms.
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Decentralized Urban Crowdsourcing Simulation

Figure 3: Users in buses in Rio de Janeiro simulation. 35 / 64
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DFS: IPFS vs. SIA

Figure 4: Plot showing test results comparing the DFS provider implementations.
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DLT: IOTA Tangle (2020) - 60 bus tests

Figure 5: Histogram showing test results comparing two heuristics for issuing data to the IOTA
DLT

60 bus tests: average latencies, standard deviation and errors for the three different schemes (lower is
better).
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Chapter 5 - Decentralized Indexing

Contributions:

• Integrity, verifiability, linkability and indexing of the encrypted PDS personal data
-> reference data and their content (hash pointer) on a DLT, on-chain.

• we provide a decentralized system for key-value metadata-based lookup
(Hypercube DHT), which allows retrieving contents stored in DLTs and/or DFS.

• Third, we provide a prototype implementation of the described system, and we
evaluate its performance by employing an experimental evaluation.
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Decentralized Indexing Architecture

Figure 6: Diagram showing a layered view of the Decentralized Indexing architecture
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Keywords Sets

• O← set of stream channel announcement links in the IOTA DLT
• o ∈ O is mapped to a keyword set Ko ⊆ W
• By using a uniform hash function
h : W→ {0, 1, . . . , r− 1}
Ko can be represented by a string of bits u→ 101001

• in u the 1s are set in the positions given by
one(u) = {h(k) | k ∈ K}

• E.g.: o = Stream link 6bb...00:219, K = {temperature, celsius}
h(temperature) = 3,h(celsius) = 5
K is represented by u = 000101⇒ DHT stores (000101,6bb...00:219)
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Hypercube based DHT

• We use these r-bit strings to identify logical nodes in a r-dimensional hypercube
based DHT

• network topology→ Hr(V, E) hypercube
• V set of vertices that represent logical nodes
• E set of edges formed when two vertices differ of only one bit (they are also
network neighbors), e.g. 1011 and 1010.

• Pin Search - {o ∈ O | Ko = K}
e.g. pinSearch({Wikipedia, Rome}) = (000101,QmbW...MnR), (000101,QmbP...3Lx), ...

• Superset Search - {o ∈ O | Ko ⊇ K}
e.g. superSetSearch({Wikipedia, Rome}) = (000101,QmbW...MnR),
(000111,QmbZ...aaD), ...
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Hypercube based DHT

Figure 7: Hops in the order of logarithm of the hypercube logical nodes number→ log(n)
2 = r

2 .
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Chapter 6 - Distributed Authorization

Access to the data stored on a PDS can be allowed by the data holder through smart
contracts. It creates a Personal Information Management System (PIMS).

1. First, we describe a novel PIMS based on a multi-DLT GDPR-compliant design.
Extension of PDS and DIX system with a secure control of access to personal data
component. Multi-DLT system where a permissioned DLT provides the authorization
mechanism, and a permissionless DLT provides security.

2. Second, we provide an interdisciplinary analysis of technical and non-technical
drivers for designing a GDPR-compliant decentralized PIMS that can be generalized
to different systems handling personal data. Furthermore, we discuss our
proposal’s security and privacy properties based on a privacy impact assessment.

3. Third, we provide a prototype implementation of the described system, and we
evaluate its performance by employing an experimental evaluation
(Consensys Quorum). 43 / 64
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Decentralized Personal Information Management System (PIMS) Architecture

Figure 8: Diagram showing the architecture of the PIMS.
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(Semi-)Private Authorization DLT [1/2]

Figure 9: Sequence diagram describing the process of personal data storage by a holder.
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(Semi-)Private Authorization DLT [2/2]

Figure 10: Sequence diagram describing the process of personal data access by a recipient.
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GDPR Compliance [1/2]
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GDPR Compliance [2/2]
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Operating with the authorization DLT (Consensys Quorum)
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Chapter 7 - Privacy-policy-based Access Control

Policies can be used to enrich the expressiveness of the access control mechanism and
to let the data holder express privacy policies to be enacted through the smart
contracts.

• We provide a specification of Privacy Policy Objects created through a set of
Semantic Web technologies and standards: ISO/IEC 21000 MPEG-21 framework,
Media Contract Ontology (MCO), Smart Contract for Media, W3C Data Privacy
Vocabulary (DPV).

• We provide some use cases to enforce legitimate data access rights that may take
precedence over those of users, e.g. the GDPR’s vital interest legal base for data
processing.

• The link between the operational side of the smart contracts and the narrative
clauses of a policy are completely mapped thanks to the use of the above
mentioned standards. 50 / 64
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Encoding clauses as assets through NFTs

• What is generally non-trivial is the use of NFTs to encode information related to
the ownership of certain rights, such as permissions, obligations, and prohibitions.

• Thanks to the ISO/IEC 21000 Smart Contract for Media Deontic Expression object
representation, we can create referable rights and duties -> clauses.

• It is possible to save the association between this reference and the relevant party
directly in the ledger in an immutable way through NFTs.
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Privacy-policy-based Access Control layer

Figure 11: Components of the privacy-policy-based access control layer.
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Privacy-policy-based Access Control - Example

Figure 12: Components of the privacy-policy-based access control layer.
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Privacy-policy-based Access Control - Example
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Privacy-policy-based vs. ACL-based Access Control

Figure 13: Components of the privacy-policy-based access control layer.
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Chapter 8 - Self Sovereign Identity

SSI and it creates a port to let any ICTs service interact with the onlife identity of an
individual.

• We provide the Intelligible Decentralized Identity and Verifiable Certificate -> set of
technological components that are deployed in decentralized environments for the
purpose of providing, requesting and obtaining qualified data in order to negotiate
and/or execute electronic transactions.

• Specialization of a W3C Decentralized Identifier (DID) and Verifiable Credentials
(VCs).

• Intelligibility is conveyed by linking (i) resources that make up the document or
define their legal contexts; (ii) the agents that involved; (iii) the digital resources
that describe how to perform operations with the identities.
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Self-Sovereignty for Social Good

Self-Sovereign Identity
users at the center of the identity
process + the ability to be rulers of

their own identity (The Path to
Self-Sovereign Identity,

[Christopher Allen, 2016])

for Social Good?
facilitate individuals to allow the use of
data they generate for the public good,
if they wish to do so, in compliance with
GDPR→ ”Data Altruism”
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W3C Decentralized Identifier (DID) and Verifiable Credentials (VCs) Model
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W3C Decentralized Identifier (DID) and Verifiable Credentials (VCs) Model
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Intelligible Decentralized Identity and Verifiable Certificate
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Intelligible Decentralized Identity and Verifiable Certificate - Example
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Conclusions

• The thesis presents a user-centered decentralized personal information
management system that empowers data subjects and complies with EU
regulations, such as GDPR and eIDAS.

• Decentralized systems such as Distributed Ledger Technologies (DLTs) and
Decentralized File Storage (DFS) are used to guarantee data sovereignty and
control.

• The design includes a Personal Data Space (PDS) based on encrypted personal
data stored in a DFS and indexed using a DLT-based decentralized indexing layer.

• A network of authorization servers and smart contracts allows data subjects to
define access to their data based on access control lists, secret sharing, and
threshold proxy re-encryption.

• A policy-based access control layer based on the MPEG-21 framework and W3C
Data Privacy Vocabulary (DPV) enables data subjects to express privacy policies
and enact them through smart contracts.
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Future work

• Study and adapt EU legal framework for online user data protection compliance.
• Evaluate feasibility of a modularized system to comply with global data protection
laws.

• Prototype a DLT-based system using latest advancements in technologies (e.g., IOTA
2.0).

• Use multi-party computation at data level instead of encryption keys.
• Design a technical assistant to provide information on personal data access and
possible inferences.
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Outreach

• International Standard - IS ISO/IEC 21000-23 Smart Contract for Media.
• Refereed publications -

• 5 journal (+ 3 submitted) and 1 book chapter contributions
• 22 conference and 5 workshop contributions

•
• Currently Research Scientist at IOTA Foundation developing the IOTA DLT.
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Conclusion

Thank you.
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