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Abstract

The transformation introduced by information communication technologies
in the last decades significantly impacts the economy and society concerning
the digital representation of one’s identity. The economics of exploiting
personal information is assisted by the more pervasive nature of today’s
digital world: data are at the center of this transformation, and individuals
are the primary sources of information and the ones most affected by it. The
General Data Protection Regulation (GDPR) is having a significant impact
on the protection of personal data. It has been designed for European Union
(EU) citizens to help promote a view in favor of the interests of individuals
instead of large corporations. However, at a large scale, there need to be
more dedicated technologies that can help companies comply with GDPR
(and similar regulations) while enabling people to exercise their rights. We
argue that such a dedicated solution must address two main issues: the
need for more transparency towards individuals regarding the management
of their personal information and their often hindered ability to access and
make interoperable personal data in a way that the exercise of one’s rights
would result in straightforward and not excessively burdensome.

In this work, we make the first step toward these two objectives by design-
ing a user-centered model for managing personal data, where storage is
decoupled from the data management logic. We aim to provide a system
that helps to push personal data management towards the individual’s
control, i.e., a personal information management system (PIMS). By using
distributed storage and decentralized computing networks to control online
services, users’ personal information could be shifted towards those directly
concerned, i.e., the data subjects. The use of Distributed Ledger Technolo-
gies (DLTs) and Decentralized File Storage (DFS) as an implementation of
decentralized systems is of paramount importance in this case.

The structure of this dissertation follows an incremental approach to de-
scribing a set of decentralized systems and models that revolves around



personal data and their subjects. Each chapter of this dissertation builds up
the previous one and discusses the technical implementation of a system
and its relation with the corresponding regulations. Indeed, most of the
time, implementations based on decentralized systems clash with laws
such as GDPR. We refer to the EU regulatory framework, including GDPR,
elDAS, and Data Governance Act, to build our final system architecture’s
functional and non-functional drivers.

In our PIMS design, personal data is kept in a Personal Data Space (PDS)
consisting of encrypted personal data referring to the subject stored in a
DFS. We use a decentralized indexing system to guarantee the integrity, ver-
ifiability, linkability, searchability, and indexing of the encrypted personal
data stored in the PDS. We follow the approach to reference data and their
content on a DLT, i.e., on-chain hash pointers. Then, we associate to such
hash pointer reference a keyword set that is exploited to lookup for specific
kinds of contents. On top of that, a network of authorization servers acts as
a data intermediary to provide access to potential data recipients. Access to
the data stored on a PDS can be allowed by the data holder through smart
contracts. These maintain a data structure to record eligible data recipients,
i.e., those to whom to issue the keys needed to access the encrypted data.
Also, in this case, the GDPR tensions with DLTs drove the architecture to be
multi-DLT. Authorization servers use a “tightly controlled” permissioned
DLT to handle personal data, while a permissionless “audit” DLT is used
for system security and only holds non-personal data.

After describing the design of a decentralized PIMS, we focus on enriching
the expressiveness of the access control mechanism through privacy policies.
These let data subjects and/or holders express privacy policies aligned with
the GDPR legal bases to be enforced through smart contracts. We use a
set of Semantic Web technologies and standards for this aim. Finally, we
present a Self-Sovereign Identity (SSI) model for providing, requesting, and
obtaining qualified data to negotiate and/or execute electronic transactions
with a focus on the legal and operational context.
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Resumen

La transformacion introducida por las tecnologias de la informacion y las
comunicaciones en las ultimas décadas repercute significativamente en
la economia y la sociedad en lo que respecta a la representacion digital
de la identidad personal. La explotacién econémica de la informacion
personal se ve favorecida por la naturaleza omnipresente del mundo digital
actual: los datos estan en el centro de esta transformacion, y los individuos
son las principales fuentes de informacion y los mas afectados por ella.
El Reglamento General de Proteccién de Datos (RGPD) esta teniendo un
impacto significativo en la proteccion de los datos personales. Ha sido
disefiado para los ciudadanos de la Union Europea (UE) con el fin de
ayudar a promover una vision a favor de los intereses de los individuos en
lugar de las grandes corporaciones. Sin embargo, a gran escala, es necesario
gue existan mas tecnologias dedicadas que puedan ayudar a las empresas a
cumplir con el RGPD (y reglamentos similares) al tiempo que permiten a
las personas ejercer sus derechos. Sostenemos que una solucién especifica
de este tipo debe abordar dos cuestiones principales: la necesidad de una
mayor transparencia hacia las personas en lo que respecta a la gestion de su
informacion personal y su capacidad, a menudo obstaculizada, de acceder
a los datos personales y hacerlos interoperables de forma que el ejercicio de

los derechos propios resulte sencillo y no excesivamente oneroso.

En este trabajo, damos el primer paso hacia estos dos objetivos disefiando
un modelo de gestidon de datos personales centrado en el usuario, en el
que el almacenamiento se desvincula de la l6gica de gestién de datos. Pre-
tendemos ofrecer un sistema que ayude a impulsar la gestion de datos
personales hacia el control del individuo, es decir, un sistema de gestion
de informacién personal (PIMS). Al utilizar el almacenamiento distribuido
y las redes de computacion descentralizadas para controlar los servicios

online, la informacion personal de los usuarios podria desplazarse hacia

vii



los directamente interesados, es decir, los interesados. El uso de las Dis-
tributed Ledger Technologies (DLT) y del Decentralized File Storage (DFS) como
implementacién de sistemas descentralizados es de vital importancia en

este caso.

Laestructura de esta disertacién sigue un método incremental para describir
un conjunto de sistemas y modelos descentralizados que gira en torno a los
datos personales y sus sujetos. Cada capitulo de esta disertacion se basa en
el anterior y analiza la implementacion técnica de un sistema y su relacion
con la normativa correspondiente. De hecho, la mayoria de las veces, las
implementaciones basadas en sistemas descentralizados chocan con leyes
como el RGPD. Nos referimos al marco normativo de la UE, incluidos el
RGPD, el eIDAS y la Data Governance Act, para construir los impulsores

funcionales y no funcionales de nuestra arquitectura final del sistema.

En nuestro disefio de PIMS, los datos personales se guardan en un Espa-
cio de Datos Personales (PDS) que consiste en datos personales cifrados
referentes al sujeto almacenados en un DFS. Utilizamos un sistema de
indexacion descentralizado para garantizar la integridad, verificabilidad,
vinculabilidad, capacidad de basqueda e indexacion de los datos personales
cifrados almacenados en el PDS. Seguimos el enfoque para referenciar datos
y su contenido en una DLT, es decir, on-chain hash pointers. A continuacion,
asociamos a dicha referencia de hash pointer un conjunto de palabras clave
que se explota para buscar tipos especificos de contenidos. Ademas, una
red de servidores de autorizacion actia como intermediaria para facilitar el
acceso a los posibles destinatarios de los datos. El acceso a los datos almace-
nados en un PDS puede ser permitido por el titular de los datos a través
de smart contracts. Estos mantienen una estructura de datos para registrar
los destinatarios de datos elegibles, es decir, aquellos a quienes expedir las
claves necesarias para acceder a los datos cifrados. Ademas, en este caso,
las tensiones del RGPD con las DLT impulsaron a que la arquitectura fuera
multi-DLT. Los servidores de autorizacion utilizan una permissioned DLT

“estrechamente controlada” para manejar datos personales, mientras que
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una “audit” permissionless DLT se utiliza para la seguridad del sistemay sélo

contiene datos no personales.

Tras describir el disefio de un PIMS descentralizado, nos centramos en
enriquecer la expresividad del mecanismo de control de acceso mediante
politicas de privacidad. Estas permiten a los titulares y/o sujetos de los
datos expresar politicas de privacidad alineadas con las bases legales del
RGPD que se aplicaran a través de smart contracts. Para ello utilizamos
un conjunto de tecnologias y estandares de la Web Seméntica. Por altimo,
presentamos un modelo de Self-Sovereign Identity (SSI) para proporcionatr, so-
licitar y obtener datos cualificados para negociar y/0 ejecutar transacciones
electrdnicas con un enfoque en el contexto legal y operativo.
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Chapter 1

Introduction

The issue of personal data protection is currently one of the most discussed and
controversial, given the proliferation of data abuse and leakage scandals involving
the world's largest companies. The transformation introduced by digital Information
Communication Technologies (ICTs) has had and is having a signi cant impact on the
economy and society. The economics of exploiting personal information is assisted
by the more pervasive nature of today's digital world: data are at the center of this
transformation, and individuals are the primary sources of information and the ones
most affected by these. However, current platform-focused data management threatens
individuals' control over their personal information, which is proactively collected and
stored by many different services and rms. This information enables organizations
to provide personalized or more valuable services in digital and physical spaces. Still,
it could also have potentially damaging consequences for the privacy and autonomy
of users and society at large. Individuals are the everyday users of applications and
services provided by Online Service Providers (OSPs), Online Social Networks (OSNSs),
or rms operating in the vast world of the new ICTs. Everyday Internet services are
leveraged by their users to provide them with real-time information based on data
sensing or tracking. Smartphones and other personal devices act as gateways, being
their users' proxies in the digital world.

However, these proxies usually do not provide appropriate direct or indirect control
for individuals to exercise over their data. It is conditioned by the centralized platform-
based personal information management techniques, which are then concentrated in a
few OSPs to explore, lter, and obtain data of interest (Pariser, 2011). The lack of more



direct control by interested parties over their data is of increasing concern. As a result,
enacting targeted regulations is critical, and their effects impact the digital lives of
many individuals and the operations of many companies. The General Data Protection
Regulation (GDPR) (European Parliament, 2016) is the principal example, designed
for European Union (EU) citizens to help promote a view in favor of the interests of
individuals instead of large corporations. The GDPR conveys data control by imposing
several accountability measures on the responsible actors and assigning a set of rights
to individuals, i.e., “natural persons should have control of their own personal data”
(Recital 7). Even if the GDPR had and is having a signi cant impact on the protection
of personal data, at a large scale, dedicated technologies can help companies comply
with GDPR (and similar regulations) while enabling individuals to  fully exercise their
rights. This aspect mainly addresses two main issues: the lack of transparency towards
individuals about managing their personal information and their often hindered ability

to access and make interoperable personal data. From the technological point of view,
there is a need to place (again) individuals at the center and to relieve the absence of
technical instruments and standards that make the exercise of one's rights simple and
not excessively burdensome.

The rst step toward these two aims might be to rely on the use of user-centered
models for managing personal data, where storage is decoupled from the data manage-
ment logic and the latter is pushed towards the individual, i.e., a personal information
management system (PIMS) (EDPB, 2016; ENISA, 2021). PIMS provides technology-
backed mechanisms for individuals to mediate, monitor, and control how their data
is accessed, used, or shared, with the purported goal of empowering individuals con-
cerning their data (Janssen and Singh, 2022b). This vision is not only bene cial for the
privacy needs of the individual but also for building a single data market that capital-
izes on the data interoperability in data spaces for the social good and the development
of data markets (European Commission, 2020; Janssen et al., 2020). A new paradigm
may arise by ensuring that the user is at the center of data management models, similar
to the paradigm involving devices that communicate among themselves in the Internet
of Things (loT). The Internet of People (IoP) is a logical continuation at a higher level of
abstraction than what we comprehend the Internet to be, where the individual and his
or her relationships with other individuals, ICTs systems, and the world around them
constitute the essence of the network itself. The loP paradigm leverages the new ICTs



devices and services to place their users at the heart of the data management design
(Conti and Passarella, 2018). Ultimately, the IoP paradigm can help individuals regain
their digital sense of ease and foster the development of a new "digital identity" that is
truly representative of individuals' intentions.

Self-Sovereign ldentity (SSI) is a rising paradigm that brings forward the concept
that the user must have complete control over his or her data, being able to store
them and decide how much, which, and with whom to share them (Giannopoulou
and Wang, 2021). A person's identity does not correspond to a universal concept, but
generally, it follows the de nitions of different legal, technological or institutional
contexts, especially when it comes to digital identity. The continuous ow of subjective
views, personal tastes, private details, and intimate experiences consists of data points
contributing to the online construction of one's identity. This digital identity, therefore,
must be preserved because it will affect the individual, both online and of ine, i.e.,
onlife (Floridi, 2014). SSI stems from the evolution of identity management systems,
from centralized to federated to user-centered, and prioritizes user autonomy through
ten fundamental principles: existence, control, access, transparency, persistence, porta-
bility, interoperability, consent, minimization, and protection (Christopher Allen, 2016).

A candidate solution that can serve as a basis for developing such SSl is the use of
decentralized systems (European Parliament, 2017; Giannopoulou, 2020). In systems
theory, a system is decentralized when lower-level components operate on local in-
formation to accomplish global goals. Such a system operates through the emergent
behavior of its component parts rather than as a result of the in uence of a centralized
part (Wikipedia community, 2022). In a more technical de nition, such systems are
decentralized, meaning that their architecture is such that it tries to avoid single points
of failure. In the context of SSI, by promoting distributed storage and decentralized
computing networks, the ability of the centralized strongholds to use, control, and
transfer users' personal information could be shifted towards those that are directly
concerned, i.e., the data subjects. Each user of such systems can be associated with a
digital space containing personal data that will be used to attend to the data access
requests coming from data providers and data consumers. Bringing together regula-
tions and decentralized architectures bene ts individuals with the ability to record

their data in some interoperable personal data spaces (PDS) (European Commission,



2020), guarantees a path towards data sovereignty, and enables users to control what
personal data they want to share (European Parliament, 2017; Giannopoulou, 2020).
PIMS and PDS can be built through decentralized systems and, possibly, through
transparent data management offered by OSPs and OSNs, enabling them to demon-
strate their compliance easily. The use of Distributed Ledger Technologies (DLTSs)
and Decentralized File Storage (DFS) in implementing decentralized systems is of
paramount importance in this case. DLTs provide the technological guarantees for
trusted data management and sharing, as they can offer a fully auditable decentralized
access control policy management and evaluation (Maesa et al., 2019). In view of the
GDPR, this makes it possible to check whether the involved actors comply with the
regulation or not. DLTs embody the principles of control, security, and transparency
that enable users to identify themselves while controlling what personal data they
want to share (European Parliament, 2017). This kind of technology enables the de-
centralized execution of immutable instructions, i.e., smart contracts, that can prevent
unauthorized access to personal data and ensure compliance with agreed contractual
terms for making data available. As concerns DFS, its combined use with DLT allows
for overcoming the typical scalability and privacy issues of the latter while maintaining
the bene ts of decentralization (Politou et al., 2020). In practice, DFS can be leveraged

for storing personal data outside the DLT, i.e., by means of “off-chain” storage.

1.1 Structure of the document

The structure of this dissertation follows an incremental approach to describing a set of
decentralized systems and models that revolves around personal data and their subjects.
Figure 1.1 provides an overall view of the layered conceptual model for the thesis
structure. Each layer represents a speci ¢ set of systems and models that enable the
enactment of a particular behavior for data storing and sharing. They are all centered
around the data subjects (or holders) of such systems, and each outer layer depends
on its inner layers. Each chapter of the thesis will be focused around a layer and will
discuss its technical implementation and relation with the correspondent regulations
(except for the personal device application layer, which is discussed throughout all

chapters).



Personal Device Application is transversal to all the other layers; thus, it can be considered as a vertical component.
However, it is still the rst layer that the nal user interacts with. In the document, the personal device application
(described in Chapter 4), the Personal Data Space (described in Chapter 4), the decentralized indexing system
(described in Chapter 5), the distributed authorization system (described in Chapter 6) are all components or
sub-systems of the decentralized PIMS. The privacy-policy-based access control model (described in Chapter 7) and
Self-Sovereign Identity model (described in Chapter 8) are not directly "comparable” to the other components, as
they are not vital PIMS' components and cannot work as standalone systems.

Figure 1.1: The layers representing the structure of this work and the relation between the
proposed decentralized systems and models.



Part I: INTRODUCTION

Chapters 2 and 3 describe state-of-the-art related to current personal data exploita-

tion practices and the research methodology of this work.

Part 1l: DECENTRALIZED PERSONAL INFORMATION MANAGEMENT SYSTEM

Chapter 4 describes the interdisciplinary analysis of technical and non-technical
drivers for the design of a PDS and its implementation based on a DFS.

Chapter 5 describes the decentralized indexing architecture and design of a hy-
percube Distributed Hash Table on top of DLTs and/or DFS for the execution of
keyword-based queries.

Chapter 6 describes the nal PIMS based on a multi-DLT GDPR-compliant design,
including a distributed personal data access authorization mechanism through smart

contracts.

Part Ill: PRIVACY POLICY, SELF-SOVEREIGN IDENTITY & USE CASES

Chapter 7 describes the design of a privacy-policy-based access control layer to
place on top of the smart contract distributed authorization.

Chapter 8 describes the design of an SSI model for verifying the authenticity of
some claims in digital interactions, where information about an entity, be it a physical
or digital object or an identity or a contextual document, has to be shared with third

parties.
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Chapter 2

State of the Art

2.1 Why should the current personal data protection and porta-
bility paradigm be changed?

The ideological and technological foundations of Web 2.0 have been exploited by social
media and, in general, by online services to build platforms that enable the creation
and exchange of users' generated content (Kaplan and Haenlein, 2010). Primarily by
leveraging mobile personal devices, online services provide users the foundation for
information dissemination, content generation, and interactive communications of the
modern era. Information Communication Technologies (ICTs) and their ubiquitous
computing are modifying our world by creating new realities and promoting an infor-
mational interpretation of our lives (Floridi, 2014). An example is Web 2.0, which at the
start of the new millennium has favored a process that broke the boundaries between
Internet consumption and participation: the users of the Web produce the data that
other users consume. This great innovation has led to reduced friction in disseminating
information online, with great bene ts for the entire world population. However,
this signi cant in uence on informational friction brings with it great concerns about
the privacy of the users who inhabit the online/of ine (  onlife) world (Floridi, 2014).
Internet users act not just as content consumers but mainly as content creators. It
implies that the content they share often consists of highly personal data belonging to
them or their family, friends, and colleagues. Location, interests, their general behavior
are all data points derived from their textual data (comments, posts), actions (sharing,
reactions, likes), social network topology (friendships, following system), hyperlinks,

17



or metadata.

It is a revolutionary fact that “new” ICTs, such as OSN platforms, do not produce
most of the data they handle by themselves, as the “old” ICTs, such as broadcast-
based traditional and industrial media, usually do. This kind of data concerns ICTs
users' static personal attributes and, due to the spread of mobile devices, also dynamic
information extracted by their activities (Altshuler et al., 2012). Smartphones are the
primary source of this information since, through their mobile computation, set of
sensors, and Internet connectivity, they can measure several aspects of an individual's
physical environment. Hence the birth of a digital world, created upon peoples' actions,
interests, and desires given in input in the form of data to rms that operate ICTs on a
large scale. There is a large number of vendors in the digital marketing industry whose
only purpose is to collect ICTs users' data and transform it into actionable information,
i.e., create detailed pro les and user segments for prediction, attribution, and insights.
Raw users' generated data is accessed and transformed by data aggregators and brokers,
processed to obtain more sophisticated forms, referenced by analytics vendors, and sold
to third parties (e.g., retailers, market researchers, brands) for prediction, attribution,
and insights (Acquisti et al., 2016; Banerjee, 2019).

In the following subsections, we will go into the details of the protection and
portability of personal data and the privacy threats arising from the current uses of
new ICTs.

2.1.1 How a piece of information can be in uential to your privacy

First of all, let us clarify that throughout this work, the reference to privacy will be
mainly associated with the concept of informational privacy.

Informational privacy is an individual's freedom from informational interference
or intrusion achieved by a restriction on facts about him or her that are unknown
or unknowable.

At the basis of this vision of Floridi (2014), we nd the vision of Westin (1967),
stating that privacy is the claim of individuals, groups, or institutions to determine for
themselves when, how, and to what extent information about them is communicated to
others. Generally speaking, the privacy threat associated with Web-2.0-based services is
that, although many users have some information they keep private, they are not aware
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that a signi cant part of information about them is generated from other information
sources (Acquisti et al., 2016; Forbrukerradet, 2020; Kamleitner and Mitchell, 2019). It
makes each individual less free from informational interference. It creates a lack of
control to determine information about them is (possibly) communicated to others.

The reason for this lies in the foundations of the current ICTs structure. The ex-
ploitation, i.e., economics, of personal data is helped by the more pervasive nature of
today's digital world. When fundamental aspects of one's life are recreated online,
his or her “digital twin" can be depicted not only by using his or her information but
also by others thanks to social networks (Forbrukerradet, 2020). Thus, it becomes
easier to understand one's activity choice and lifestyle patterns (Hasan et al., 2016)
and then to make intrusive recommendations using this information (Bothorel et al.,
2018; Partridge and Price, 2009). In practice, informational interference techniques
can reduce some data protection mechanisms to render these almost ineffective. For
instance, adding “side information”, even with a small amount of background data,
most anonymous or pseudo-anonymous datasets regarding users' online platforms
interaction can be de-anonymized (Ma et al., 2010). De Montjoye et al. (2013) provide
a study that shows how just four approximate location data points are suf cient to
identify an individual in 95% of cases. When personal data are enriched with Point of
Interest, people's activities can be inferred (He et al., 2019). Home and work location
information are usually the rst (and the easiest) to be inferred (Pontes et al., 2012).
Then, simply by knowing these two locations, it is possible to recognize one's activity
patterns through his or her peers (Phithakkitnukoon et al., 2010) or his or her friends
(Choetal., 2011). When social media site information comes along, it can only get better
(or worse, depending on the point of view). Qian et al. (2016) use knowledge graphs to
combine background knowledge and anonymous OSNSs data to identify individuals
and discover their personal attributes. OSNs often track and collect the location of their
users when providing their services. This monitoring can continue even when users are
not logged in or have never used those services. Sadilek et al. (2012) show how to infer
social links, i.e., friendship in OSNs, considering the patterns in link formation, the
content of users' messages, and their location. Bonneau et al. (2009) demonstrate that
eight public social links are enough to infer the entirety of your social circle. Jurgens
(2013) shows how, by exploiting only a small number of initial locations, it is possible
to infer ne-grained users' location even when they keep their location data private,
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but their friends do not. Indeed, it is not enough for an individual to fully protect his

or her activity information if it is possible to obtain “co-location” information from his

or her friends (Olteanu et al., 2014). Co-location may consist of data, e.g., a friend's
picture or message posted on the OSNs (Ajao et al., 2015), and metadata, e.g., two users
connecting to the OSNs with the same IP address or spatiotemporal correlations in
OSNss streams (Yamaguchi et al., 2014).

Sensitive personal data, such as location data combined with other data (Kel3ler
and McKenzie, 2018), are substantially different from the rest of personal data. The
ability to track individuals' locations and movements and to combine this data with
other metadata and background knowledge allows rst and third-party companies to
make inferences such as, for instance, visiting a church weekly (i.e., religious af nity)
or attending climate strikes(i.e., political views). Data protection thus becomes crucial,
as it concerns the vast majority of the population, who are often unaware of how the
underlying ICTs work and how maost sensitive information can be deduced simply by
using other information obtained from them.

The above inference techniques demonstrate that the “nothing to hide” approach to
privacy, often raised by some people, is fundamentally awed for many reasons: the
main one is that everyone has information they want to keep private. However, many
do not know that such information can be deduced from other data sources generated
from someone else (Kamleitner and Mitchell, 2019). Citing Floridi (2014) in his work on
how ICTs affect our sense of self and interaction with the world, he de nes ourselves
as informational organisms, mutually connected and embedded in an informational
environment, i.e., the infosphere The informational organism, i.e., inforg, is a set of
points obtained by interacting with other organisms that are natural agents, e.g., family,
friends, strangers, or arti cial agents, e.g., the same digital ICTs that gather these data
points. In the infosphere, individuals are de-individualized, re-identi ed as crossing
points of many “kinds of”, and then treated like a commodity and sold or bought in
the advertising market (Zuboff, 2019). Acquiring personal information enables large

rms and organizations operating in the digital world to provide personalized or more
valuable services in digital and physical spaces. However, it could also have potentially
harmful consequences for the privacy and autonomy of users and society at large. Lack
of privacy control, for instance, leads an individual to be thrown into a “ Iter bubble”
that can affect his ability to choose how he wants to live, simply because the companies
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that build this bubble choose which options he can be aware of (Pariser, 2011). On a
social level, this scheme can lead to a deeper polarization and manipulation of society
(Cadwalladr and Graham-Harrison, 2018; Christl et al., 2017) and to “geoslavery” in
the case of location information (Dobson and Fisher, 2003). After being categorized
through personalities, predispositions, and secret desires, each consumer's digital twin
is bought and sold on a vast market that operates largely outside his sphere, namely the
digital marketing and the adtech industry. All to persuade individuals to buy particular
products or to act in a certain way (Forbrukerradet, 2020).

2.1.2 The legal support to personal data protection and portability

The General Data Protection Regulation (GDPR) was enacted into law in 2016 (Euro-
pean Parliament, 2016) to protect the personal data of European Union (EU) citizens
and to allow the free movement of such data within the EU. According to Article 4(1),
personal data are “any information relating to an identi ed or identi able natural person;
(...) identi ed, directly or indirectly, in particular by reference to an identi er such as a hame,
an identi cation number, location data, an online identi er or to one or more factors speci c
to the (...) identity of that natural persdn The GDPR builds upon, or better “runs in
parallel to”, the Privacy and Electronic Communications Directive (ePrivacy Direc-
tive) (European Parliament, 2002) that applies to the data protection and privacy in
electronic communications networks and services for the EU citizens. The ePrivacy
Directive includes language requiring providers to secure the data they carry by taking
“appropriate technical and organizational measures to safeguard the security of its
services”. Generally, it regulates how third parties collect consent to access information
stored on individuals' devices. After the 2009 amendment, it explicitly deals with web
cookies, requiring the user's consent for processing. The GDPR, on the other hand,
conveys control to the data subject, i.e., any natural person identi ed or identi able by

the kind of data de ned above, by imposing several accountability measures on the
actor responsible for the data processing and by assigning a set of rights to subjects, i.e.,
as “natural persons should have control of their own personal data” (Recital 7). The
data controller, i.e., the natural or legal person, public authority, agency, or other body
which, alone or jointly with others, determines the purposes and means of processing
personal data, plays a central role in the interactions between the various interested

parties. Indeed, they are being called into action by the data subjects for the exercise
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of their rights, and they are rendered liable in the event of a violation of the rules
by the data processors, i.e., the body which processes personal data on behalf of the
controller. Processors have their obligations under the GDPR, although they ultimately
report to the data controller. Within this framework, because of increased technological
complexities and multiple data-exploiting business practices, it is becoming harder
for ICTs users to gain control over their data. Individual control, particularly concern-
ing one's person, has been described as a re ection of fundamental values such as
autonomy, privacy, and human dignity. In regards to this, the GDPR sets rst some
legal obligations about data processing: (i) data must be processed lawfully, fairly, and
transparently; (ii) data must be collected for speci ed, explicit, and legitimate purposes
only (purpose limitation); (iii) data must be limited to data required for the entity's

de ned purposes (data minimization); (iv) data must be accurate and up-to-date. The
idea of control over personal data, then, comes to the front in the provisions of six legal

bases (Article 6(1)(a)) for data processing:

i Consentthe data subject has given consent to the processing of his or her data for

one or more speci C purposes.

ii Performance of a contra¢he data processing activity is necessary to enter into or

perform a contract with the data subject.

iii Legal requirementhe processing activity is necessary for a legal obligation, such

as information security, employment, or consumer transaction law.

iv Vital interest, the processing activity that could be necessary to save someone's

life.

v Public interest the processing activity for a task carried out in the public interest

or in the exercise of of cial authority vested in the controller.

vi Legitimate interestthe processing activity of data subjects' data in a way they
would reasonably expect and which would have a minimal impact on their

privacy.
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2.1.2.1 Consent

The most relevant legal basis consists of the data subject's consent to data processing.
Consent must relate both to the use being made of the data and to the entity making
such use. In order to be valid, it must be freely given, speci ¢, informed, and unam-
biguous, involving some form of clear af rmative action from the data subject. It means
subjects must fully understand that they are giving consent to use their data for some
purpose.

» Freely given and speci,ahe controller must not condition access to the service
to the user's consent to processing personal data for purposes other than the
service provision. The request for consent must be presented in a manner clearly
distinguishable from other issues, in a comprehensible and easily accessible form,
using clear and simple language.

« Informed and unambiguoy#formation related to consent must be provided to the
data subject in a concise, transparent, intelligible and easily accessible form, using
clear and plain language, in particular for any information addressed speci cally
to a child.

« Explicit, the controller should obtain verbal or written con rmation about the
speci ¢ processing

According to the European Data Protection Board (EDPB) and European Data Protection
Supervisor (EDPS) (Article 29 Working Party, 2014b): “opt-in consent would almost
always be requiref..] for tracking and pro ling for purposes of direct marketing, behavioral
advertisement, location-based advertising or tracking-based digital market résearch

2.1.2.2 Data Subject Rights

The GDPR grants data subjects several rights regarding their personal data, which they
can exercise under particular conditions and with certain exceptions. Compliance with

the GDPR thus means, among other things, allowing the exercise of these rights.

« Right to be Informegthe data controller must provide the data subject with concise
and transparent information relating to the processing of his or her personal data
for collecting it.
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Right to Accessthe data subjects have the right to request access to their data in or-
der to ensure that they are processed correctly, e.g., requesting information about
the purpose of the processing, the identity of the data recipient, the existence and
logic of automatic data processing.

Right to Recti cation the right to recti cation obliges the data controller to facilitate
the exercise of the data subject's right to correct, rectify, or complete the personal

data concerning him or her.

Right to be Forgotterthe data controller has an obligation to erase personal data
without undue delay and to inform controllers who are processing the data about
the subject's request for erasure.

Right to Data Portability enables the data subject to receive personal data which
have been provided to a controller (in a structured, commonly used, and machine-
readable format) in order to be able to transmit it to another controller. Two
categories of data are considered in this case:

i where the processing is based on the consent or it is necessary to perform a
contract to which the data subject is a party;

il where the data subject provides the data indirectly by using the services or
devices that retrieve the data.

This right is closely related to the data subject access right and is also in line with
fostering the Single Digital Market strategy and enhancing competition between
EU countries.

The Right to Withdraw Consenthe data controller must facilitate the exercise of the
right to withdraw consent, and the withdrawal may be expressed as conditional,
timely, or territorially limiting.

The Right to Objectthe data subject has the right to object to the processing of
personal data concerning him or her when it is carried out in the public interests
or the legitimate interest of the data controller or third party at any time on the
grounds that relate to his or her particular situation.
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« The Right to Object to Automated Decision-Makirtge data subject may refuse the
automated processing of personal data concerning him or her whenever this
processing leads to a decision that affects or produces legal effects on him or her.

« The Right to Restriction of Processirtge data controller has an obligation to restrict
the processing of a subject's data when: (i) the subject requests the veri cation of
the data accuracy; (i) the data has been unlawfully processed; (iii) to establish,
exercise or defend a legal claim; (iv) the subject objected to the controller the
processing and the controller considers that its legitimate grounds override the
subject's ones.

2.1.2.3 The GDPR impact on businesses

The GDPR has had (and is having) a worldwide impact on establishing how to promote
a view in favor of the interests of individuals as opposed to large companies and
corporations (Li et al., 2019). For instance, it has been followed by other regulations
around the world, such as the California Consumer Privacy Act (California State
Legislature, 2020) in the USA.

In economic terms, however, it can be argued that the GDPR affects the options
available to rms to collect the data they need for their operations and the resulting
ability to achieve economies of scale in data analysis (Gal and Aviv, 2020). Ensuring
the lawfulness of data processing, such as obtaining each data subject's explicit and
informed consent for all the speci ¢ uses of the data pertaining to him or her, is
costly, and large and diversi ed data controllers enjoy an advantage. Moreover, a
data controller is liable to the data subject to ensure that her data are used only under
his or her rights. Thus, the costs imposed by this requirement may include ongoing
monitoring, screening, and auditing of the processing performed by a data receiver.

The declared intention of the GDPR is not to prevent the exploitation of personal
data but to ensure that such exploitation is performed in accordance with the data
subjects. However, this approach has a direct impact on business activities for (Ziegler
et al., 2019): (i)risk managementthe necessity to better control the risks related to
personal data protection and the exposition to GDPR-related sanctions and penalties;
(i) data subject rights ownership and contrifle design and implement systems with the
data subjects at the core of the model; (iii) purpose consistencwhen the controller wants
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to substantially extend the use of the collected data, it should collect a complementary
consent; (iv) data transfer to third partiesrms must map, manage, monitor, and control
the way they process and share data; (v) cross-border transfgthe requirement to control
cross-border data transfers toward non-trusted countries.

2.1.3 Privacy, data protection, and the user control

There is an essential distinction between privacy and data protection that would be
limited to the discussion in this work but that has been discussed extensively in other
studies (Kokott and Sobotta, 2013; Westin, 1967; Zuboff, 2019). Assigning a value to
informational privacy is different from the protection of the actual personal information
related to the individual making the assignment. Privacy controls are mainly in the
hands of individuals and the system's users. However, privacy also depends on the
protection of personal data, which, on the contrary, is primarily the responsibility of
the entity controlling the data, i.e., entities operating in the ICTs digital world. From
the point of view of the user of an ICT system, being a data subject, it is possible to
distinguish it into three types of personal data (Pangrazio and Selwyn, 2019):

i volunteereddata that users give to ICTs systems they are using in exchange for an

often “free" service and that may be unconsciously disclosed;
ii observeddata that ICTs systems extract from their users by monitoring them;

ii inferred data that ICTs systems obtained by processing the last two types created
often beyond their users' knowledge.

These types of personal data are moved through three main links along the data value
chain: collection, processing, and use of data-generated information and knowledge
(Gal and Aviv, 2020). The collection is the extraction of the data and its “data cation”,
i.e., the recording, aggregation, and organization of information. Processing consists
of optimizing, cleaning, parsing, or combining different datasets to organize the data
for future extractions and to nd correlations. It can transform the raw data into
information and can create knowledge. Finally, data use means employing data-based
information or knowledge for prediction and decision-making in relevant markets.

How does GDPR enhance ICTs systems users' control over personal data in this
data value chain?
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The GDPR, indeed, according to the principle of accountability, imposes the obli-
gation to adopt and account for protection measures to the data controller. This one
needs to ensure that data is protected and that the level of privacy its users have set is
implemented. Therefore, the question that brings up the central issue here is: even if
the data controller makes sure to adopt an “adequate” response in proportion to the
assessment it has made of the level of risk to the rights and freedoms of the data subject,
is the latter able to determine the level of privacy concerning the personal data being
protected by the former? The answer to this question requires two layers of analysis: a

surface layer and a deeper layer.

2.1.3.1 Privacy at the surface layer

The rst layer comprises the interface methods with which users interact to assess
privacy levels and determine the level at which they want to set their privacy. Interfaces
here consist of the hardware and software tools that inform and make users decide on
actions that have direct consequences on data protection and indirect consequences on
data privacy. We speci cally refer to smartphone apps, browsers, websites, and similar.
In the context of the GDPR, consent is the one that is usually leveraged in these cases
in order to process collected data. However, the general problem here is that users
often do not seem to think about the consequences of providing (or refusing) consent
but, instead, consent whenever they are confronted with a request (Custers et al., 2013).
Users generally interface with informed consent through privacy notices (e.g., cookie
notices) and user control options at the operating system level. However, these are
ineffective for users because they are presented in different and inconsistent ways
across services and platforms; worse, most are not GDPR compliant (Mehrnezhad,
2020). Many of the current notices implementations offer no meaningful choice to users.
For example, in the case of third-party cookies, a more appropriate implementation
would require service providers to use consent notices that would effectively result in
less than 0.1% of users consenting to their use (Utz et al., 2019). Cookies, in particular,
can assume the form of personal data and are essential by themselves because they have
become the backbone of a vast market infrastructure based on their ability to transform

information about users' online behavior into data assets (Mellet and Beauvisage, 2020).
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In their work, Van Ooijen and Vrabec (2019) identify three stages in consent-based
data processing: (i) the information receiving stage, (ii) the approval and primary use
stage, and (iii) the secondary data use (reuse) stage.

In the rst stage, the threats to users' control are given by the fact that, even if data
collectors may provide individuals' information employing a data use policy, these
have dif culties in cognitively processing such information. As a result of the rapid
development of technology, such policies are becoming more time-consuming and more
complex, resulting in increased pressure on the cognitive functioning of individuals.
Moreover, this approach fails to address the problem of information complexity, as it
needs to explain the real implications of automated decision-making for an individual.
What the GDPR guarantees, with the right to explanation, is an ex-antemotivation that
merely refers to the system's functionality. Icons may be more successful in mitigating
informational complexity, but there is a risk that they may worsen the problem of bias
in decision-making (Rossi and Palmirani, 2020).

The threats to users' control at the second stage, i.e., the approval and primary
use stage, are steered by subtle changes in the context wherein consent is requested,
such as system architectures based on default settings. These can unconsciously steer
users' behavior in a phenomenon coined “the malleability of privacy preferences”
(Acquisti et al., 2016). Consumers generally prefer and choose the option marked as the
default when presented with several choice options. GDPR addresses these threats by
validating consent only on the presupposition that a data subject has fully understood
the consequences of his or her approval. However, this must be implemented in a way
that indeed empowers individuals.

Finally, in the third stage identi ed by Van Ooijen and Vrabec (2019), the threats over
users' control are given by the limited scope of the right to access and portability for
individuals. The authors foresee the use of electronic data platforms where individuals
can manage their own data. This argument is further analyzed in the following Sections.

2.1.3.2 Privacy at the deeper layer

The second layer of analysis, which is deeper than the previous one, interests the
relationship between a user and the information itself in terms of information com-
plexity and privacy perception. In perceiving privacy when they disclose personal
information, users come across a privacy paradox that most of the time is not in their

28



favor: while the attitude of users is to profess their need for privacy, in their behavior,
most of them remain consumers of the same technologies that collect their personal
data (Norberg et al., 2007). Two resolutions can be attributed to this: rstly, the fact that
attitudes (e.g., the attitude of practicing high privacy awareness) are usually expressed
generically, while behaviors (e.g., the actual data disclosure act) are more speci ¢ and
contextual (Fishbein and Ajzen, 1977); secondly, users engage in a mental trade-off
between privacy concerns and disclosure bene ts, performing a “privacy calculus”
(Laufer and Wolfe, 1977). When consumers are asked to provide personal information
to companies, they will disclose their information based on a decision made after a
risk-bene t analysis, i.e., the privacy calculus, analogously to estimating the perceived
value. Xu et al. (2011) de ne this perceived value of information disclosure as the indi-
vidual's overall assessment of the utility of information disclosure based on perceptions
of privacy risks incurred and bene ts received. However, two main challenges hinder
the correct estimation of this value. First, there is a problem of information overload
that stands in the way of a correct estimation in the privacy calculus. This is because
users need to consider all the information that is made available in the collector's
data use policies, together with the vast amount of information spread across different
devices, media, and services. This richness of information threatens the ability and
motivation of individuals to examine the critical details needed to make informed
privacy decisions (Van Ooijen and Vrabec, 2019). Secondly, a problem of information
complexity arises (Acquisti et al., 2016).

Most ITCs users need to learn the sophistication of how they can be tracked or to
be aware of possible alternative solutions to their privacy concerns, e.g., the use of
privacy-enhancing technologies (PETS).

It results in information asymmetries between the user and the data collector.

Taking as an example a speci ¢ kind of sensitive personal data, i.e., location data,
the perception of location privacy falls under the same assumptions of the privacy
calculus. In particular, the determination of location privacy can assume a numerical
guantity, as shown by Shokri et al. (2011), based on the idea that users' privacy and the
success of an “adversary” in his location-inference attacks are two sides of the same
coin. The authors quantify location privacy as the error of the adversary in estimating

the actual user's location information (given an attack model of reference). In a more
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consumer-oriented de nition, location privacy consists of the user's ability to regulate
external audiences' access to information about his or her current or past locations
(Banerjee, 2019). This view is in line with Westin's and IAPP's de nitions of information
privacy, i.e., based on the assumption that “privacy is not the opposite of sharing—
rather, it is control over sharing" (Acquisti et al., 2016).

2.1.3.3 A solution for the long (and perhaps also short) run

This Sub-Section builds upon the signi cant issue related to the informational privacy
discussed up until now and serves as a bridge to the following Sections. In the following,
we will analyze state of the art for a possible solution to approach personal data
protection and portability. The primary analysis and studies in the state-of-the-art focus
on describing the so-called “decentralized” or “Web3” systems that can bene t users'
privacy. Distributed Ledger Technologies (DLT) no longer need to be introduced. Its
ledger, distributed among a network of nodes, and the decentralized protocol eliminate
the need for a trusted authority and replace it with a system of publicly veri able
evidence. This technology provides the means for disintermediation as it increases
con dence in the functioning of its particular system and indirectly reduces the need
for trust in the system (De Filippi et al., 2020). The “Web3” or Web 3.0 comes along
trying to exploit the advantages that decentralized system might provide in order to
build upon Web 2.0, a version of the Internet in which users are truly sovereign over
their data and actions, e.g., by owning the unique piece of information that might
enact an operation such as a private key. From the perspective of individuals, these
technologies help to move computing applications, data, and services towards the
edge of the IoP, i.e., closer to them, as personal devices compose the frontiers of such a
network of devices. For many scholars, DLTs, combined with decentralized identity
mechanisms, could become the necessary building blocks for the decentralized Internet
of the future (Kondova and Erbguth, 2020; Lopez and Farooq, 2020; Lopez et al., 2019).

2.2 Why decentralized (permissionless) systems should NOT
be used to implement this change?

As we have seen in this Chapter, the general aw we are trying to address in this work
is the centralization of power in a few organizations. This can be due to many factors,
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such as the spontaneous emergence of hierarchies in natural systems (Bakos et al.,
2021) or market dynamics' effect, such as preferential attachment and manifestation
power law manifestation (Lopez et al., 2019). Privacy is our main concern here, but this
aw regards many more reasons, such as censorship and anti-competition issues. In
general, the main risk is the existence of a single point of failure. In systems theory, a
system is decentralized when lower-level components operate on local information to
accomplish global goals. Such a system operates through the emergent behavior of its
component parts rather than as a result of the in uence of a centralized part (Wikipedia
community, 2022).

In a more technical de nition, such systems are decentralized, meaning that their
architecture is such that it tries to avoid single points of failure.

With the advent of Bitcoin (Nakamoto, 2009) as the rst system providing a Peer-to-
Peer (P2P) cryptocurrency, there has been a new wave of development of decentralized
systems to combat the single point of failure issue. The rst widely used systems of
this type date back to the start of the new millennium, making it possible to share
and exchange resources such as text les, music, and video, e.g., BitTorrent, Emule,
Gnutella, and Napster. Generally speaking, P2P systems usually run on top of an
already existing network, like the Internet. The underlying overlay network can
be represented as a graph where the nodes are the “peers,” and the edges connect
peers directly communicating. Two prominent aspects related to the functioning of
a P2P system are (i) how the overlay network is built and maintained and (ii) how
messages are exchanged among peers (Serena et al., 2020). Hybrid P2P systems might
employ some servers for coordination, while pure P2P architectures do not rely on
any centralized entity (Backx et al., 2002). Bitcoin is a DLT built on top of a pure P2P
system, with the primary objective of storing transactions of assets in the form of
so-called cryptocurrency. To achieve decentralized veri cation of each block, the entire
DLT is replicated among all nodes forming the P2P system. Each peer is randomly
connected to others, and transactions are disseminated across the entire network. Each
node then independently veri es the transactions received to ensure their consistency
and avoid attacks, e.g., double spending of Bitcoins. Different types of DLTs provide
different implementations of the ledger that store transactions; however, in blockchains,

transactions are collected in blocks, and each block contains the hash of the previous
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one. Nakamoto revolutionized the decentralized systems' world (and even nance)
by introducing a consensus mechanism to ensure all the copies of the ledger are the
same for all peers (Nakamoto, 2009). All the other peers accept a block only if it
“solves a puzzle”. To make it solving this “crypto-puzzle,” it is required intensive
computation work that consumes time, i.e., at each cycle try and attach a different
nonce (i.e., a random number) to the block until the execution of a hash function on
the block together with the nonce returns a string pre xed with X zeros. This is a
general description of Bitcoin's Proof-of-Work (PoW) consensus mechanisms (also
called mining). Moreover, the X is changed dynamically to make this crypto-puzzle
more dif cult.

Nakamoto's is, in fact, a revolution since many industries and nancial sectors
have been in uenced by it. In addition, it has also brought optimism for incentiviz-
ing participation models, resource contribution, and consensus that could provide a
substrate for a decentralized Internet, i.e., the Web3. While there are many different
types of DLT, each built with fundamentally different design decisions, the overarching
value proposition of DLT and blockchains is that they can operate securely without
any centralized control. However, this permissionless way of operating a sizeable
decentralized system has also brought many criticisms.

Several authors argue that the central problematic aspect of DLTs is their core
notion of being trustless (De Filippi et al., 2020; Finocchiaro and Bomprezzi, 2020;
Waldo, 2019). In many ways, their attempt to replace trust with code, i.e., the source
code that implements the consensus algorithm, makes these DLTs less trustworthy
than non-blockchain systems. Indeed, it can be argued that many permissionless DLTs
are not truly decentralized, and their inevitable centralization is detrimental because
it is essentially emergent and ill-de ned (Schneier, 2019, 2022). In such systems, the
need for trusted intermediaries is still present, and they often have more power and
less oversight than non-blockchain systems. As we will see in the following Chapters,
governance and regulations are needed. A critical part of permissionless DLTs is that
anyone can participate in the consensus mechanism. Thus, due to its distributed
nature, there are no reference points for placing trust. Schneier (2019) argues that non-
DLT systems are based on other general mechanisms that humans use to incentivize
trustworthy behavior and that make consensus mechanisms unnecessary: morals,
reputation, institutions, and security mechanisms. Morals make a person act in a
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trustworthy way based on decisions taken individually, while reputation is based
on the in uence of one's social group. Institutions have rules and laws that induce
people to behave according to the group norm, while security mechanisms such as
door locks are employed to ful Il the gaps of the previous three mechanisms. What
DLTs' consensus mechanism does, is to shift some of the trust in people and institutions
to trust in the technology (Schneier, 2019). When that trust turns out to be misplaced,
there is no recourse. For example, if an individual is the sole holder of a private key
used to unlock Bitcoin funds and this one is lost, then there is no remedy. In this
case, Scheiner wonders whether it is better to trust a technology or a (or a group of)
person(s).

By being open access and fully distributed, a permissionless environment may
not be able to incentivize participants to adequately provide functions like quality
control or coordination of system development and evolution (Bakos et al., 2021).
Centralization emerges de facto because of the investment of expertise, reputation,
time, or money of the hierarchy of developers or organizations required to enable open
access and decentralized control. The higher the costs, the fewer the people that want
to participate (Bakos et al., 2021). Permissionless consensus mechanisms require trust
in the various members who execute it, i.e., miners or validators (depending on the
consensus algorithm) or in their governance. Verifying that these members are not
cheating on the hashing of a block is easy. The more extensive and diverse the group of
validators or governance, the less likely anyone is to collude. However, even assuming
that the group that computes the blocks is trusted, as is its governance, it is necessary
to trust the developers of the software used to manage the blocks, ledgers, and all.
For this regard, Trail of Bits (2022) investigates these matters intending to show how a
subset of participants can gain centralized control over the entire DLT. Their work is
based on 6 measures of centrality:

< Authoritative centrality - What is the minimum number of entities necessary to disrupt
the system?he Nakamoto coef cient represents the reply to such a question, and
the closer this value is to one, the more centralized the system. It has been shown
that for the most used permissionless DLTs, such as Bitcoin and Ethereum, the
Nakamoto coef cient is relatively low. While it might be prohibitively expensive
attacks such DLTs for individuals, competing technologies and nation-states
might have the requisite resources.
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» Consensus centrality - To what extent is the source of consensus centraliZdu®
Bitcoin PoW consensus mechanism is currently not executed by single computers
or machines owned by an individual but rather by so-called mining pools that
aggregate several individual computing powers into one for the same objective,
i.e., solving the crypto-puzzle. Only the four most popular mining pools consti-
tute over 51% of Bitcoin's computing power. This paves the way for the most
impactful attacks possible to the DLT (Ye et al., 2018). Moreover, each mining
pool operates its proprietary centralized protocol and interacts with the public
Bitcoin network only through a gateway node, making them an easy target for
single point of failure attacks.

» Motivational centrality - How are participants disincentivized from acting maliciously?
The possibility of attacks, such as the 51% attack, shows how most Bitcoin nodes
are incentivized to behave dishonestly. Kwon et al. (2019) have shown that there
is no known way to create a permissionless DLT that is immune to malicious

nodes without having a trusted centralized third party.

» Topological centrality - How resistant is the consensus network to disruptidi#tough
empirical estimates of the degree distribution, the authors show that a dense
subnetwork of public nodes in the P2P DLT permissionless network is largely
responsible for reaching consensus and communicating with nodes executing the

consensus mechanism.

« Network centrality - Are the nodes suf ciently geographically dispersed such that they
are uniformly distributed across the InterneP&rmissionless DLTs such as Bitcoin
can suffer arbitrarily degradation or denial of services to any node because, in
the past 5 years, 60% of all Bitcoin traf ¢ has traversed just three Internet Service
Providers. Moreover, these or any third party on the network route between
nodes can observe and choose to drop any messages they wish, also when the
Tor protocol is employed (Biryukov and Pustogarov, 2015).

» Software centrality : To what extent is the safety of the DLT dependent on the security
of the software on which it runsEach DLT has a privileged set of entities that
can potentially modify past transactions: software developers and maintainers.
They represent a centralized point of trust in the system, susceptible to targeted
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attacks; for example, there are currently four active contributors who have access
to modify the Bitcoin Core code base. Software bugs can lead to consensus errors
and change the state of the blockchain. In this case, trust in software development
is to accept the immutability of the ledger and believe that the programmers
have not introduced a bug. A not-so-popular alternative is to update the code
off-chain, which shares the same trust issues as a centralized approach.

Moreover, some other problems are inherent to the P2P nature of decentralized,
permissionless systems. Lopez et al. (2019) argue that decentralized, permissionless
blockchains remain ill-suited. The rst problem they analyze is the free-riding and
incentives for peers. The issue is that, generally, peers do not donate their computing,
storage, and bandwidth resources for altruistic reasons, i.e., without incentives. This
led to the creation of mining pools and large mining industries, making it impossible for
an average user to mine with an ordinary desktop computer to receive compensation.
The second problem depicted by the authors regards the security and fragility of open
permissionless networks, as attackers, in this case, have economic incentives to break
the system. The third problem is a performance issue due to instability, heterogeneity,
and churn in the P2P network. The “fatal” issue of P2P networks is that they show
high heterogeneity and high degrees of churn, i.e., nodes that dynamically come and
go in the system. In DLTSs, this translates into the scalability trilemma: a DLT can only
address two of the three scalability, decentralization, and security challenges. The
solution to this is the employment of so-called layer-two or off-chain solutions that
increase the system's complexity. In fact, the fourth problem taken into consideration is
system complexity and maintenance. Programming distributed systems that must be
fault-tolerant, self-adjusting, and scalable is challenging.

2.3 Why (and how) decentralized systems should be used to
implement this change?

If trust can be a pivotal element in making the promises of (permissionless) decentral-
ized systems vain, at the same time, it can be that element that, if reinterpreted, can tell
us why these systems could bring signi cant bene ts in different contexts. Becker and
Bodd (2021) de ne trust as a complex social phenomenon with interrelated individual
and systemic aspects, a relational attribute between a social actor and other actors
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(interpersonal) and/or actors and institutions (institutional) and institutions and actors
(shared expectations). The discussion on trust in DLT spans from the technological to
the legal-social to the economic context. If we rst need to clarify what trust means
academically, its relationship with DLTs can be delineated: “does blockchain increase
trust, decrease trust, make trust obsolete, or represent a shift in the nature of trust?”
(Becker and Bodo, 2021). A DLT can be considered trustless or trust-free, i.e., that takes
care of trust issues and frees individuals from the necessity of implementing mecha-
nisms to signal or convey trust (Beck et al., 2016), or not wholly trustless, i.e., replacing
interpersonal trust with trust in the DLT itself (miners, consensus mechanisms, nodes),
software developers or new intermediaries (cryptocurrency exchanges). De Filippi et al.
(2020) de ne this not wholly trustlessness as con dence, and thus the DLT becomes
a “con dence machine” in the sense that it increases the con dence in the operation
of a particular system. The DLT, thus, is reduced only indirectly. The authors argue
that creating solid expectations about the correct behavior of operations performed by
DLTs increases user con dence, thus eliminating the need for a centralized "trusted"
authority. Therefore, con dence in DLTs ultimately depends on the proper governance
of the system. This means increased con dence is intrinsically related to the degree to
which the various actors involved in governance act as expected.

Both trustless and con dence visions mainly apply to the permissionless case, while
permissioned DLTs are usually not considered trustless, as they afford one or more
organizations in a maintaining role that need to be trusted. Nevertheless, the members
of the latter kind of DLT do not necessarily trust each other, as problems such as
authorization and auditing are intrinsic to permissioned DLTs. Although not fully
decentralized by design, the governance structure of permissioned systems can also
ensure some level of decentralization.

2.3.1 Permissioned systems come to the rescue

As seen in the previous Section, in the absence of formal checks for the underlying
centralization forces of permissionless systems, centralization emerges in practice. On
the other hand, permissioned decentralized systems often operate thanks to contractual
agreements between the entities that implement the governance aspect for the system's
operations. Permissioned refers mainly to access to information and governance aspects.

In this regard, decentralized systems can be characterized on three key dimensions
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(Bakos et al., 2021): (i) architecture, which can be concentrated or distributed,; (ii) access,
which can be permissionless or permissioned; and (iii) control, which can be centralized
or decentralized.

Even if permissioned DLTs are often compared to “not so interesting” distributed
databases, when these systems are designed to streamline and convey business relations
(that already require trust), they can be more effective than a non-DLT system in the
transfer, clearing, and traceability of exogenous assets or rights (Bakos et al., 2021).
Permissioned blockchains and the execution of smart contracts on top of them may
enable trust, or, better say, con dence, between many players for the validation of
contractual obligations (Lopez et al., 2019). Business relationships require trust in
the operational and institutional setting, action accountability, and reputation. What
permissioned DLT can bring is to achieve higher security at lower levels of trust that
any single participant can be induced not to deviate from the protocol (Bakos and
Halaburda, 2021). Permissioned DLT entities are identi able outside the DLT, i.e.,
off-chain, and are thus subject to penalties imposed by the institutional setting.

The permissioned DLT is then a unique framework for collaboration in
competition scenarios .

Entities competing at an overall business level can cooperate for other purposes
(Bakarich and Castonguay, 2021). Unlike a traditional distributed database, no central
entity manages and protects the data. Instead, all “business-competing” permissioned
DLT nodes control, maintain, and guard the information posted to it, providing an
additional layer of control if one of the parties attempts to alter or change previously
agreed-upon information. In this way, the ledger can securely and ef ciently create a
tamper-proof log of sensitive activity.

The trust placed in off-chain negotiations between two or more entities, whether
institutional or shared expectations, can allow for the design of consensus mechanisms
where a large number of validator nodes have a say in the validation process (Bakos
et al., 2021). Thus, the primary ability that (permissioned) decentralized systems can
provide to their users when reinterpreted as a con dence machine is “gaining truth
through the ability to share data safely” (Hardjono et al., 2019). Coming back and
focusing again on the change in the current paradigm for personal data protection and
portability paradigm:
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» DLTs can provide a single source of veri able truth among organizations and

some level of appropriate automation of data processing.

» Organizations can arrange a form of governance to decide the distributed sources
of trust and to moderate such permissioned systems.

« The authority can be distributed among many trusted actors so that compromise
of one or even a few authorities does not destroy the consensus.

« Intrinsic cryptographical properties of DLTs can enable distributed safe computa-

tion and data minimization.

« The networked collaboration environment can be easily exploited for the audit
and accountability of operations.

« P2P networks offer a valuable solution for data resiliency and scalability.

For Lopez et al. (2019), permissioned systems are of great value when used in
environments composed by a collection of players or stakeholders that do not fully
trust each other: supply chain & logistics, to trace products while different actors and
companies handle them, without having to trust every node in the chain explicitly;
healthcare, for the secure sharing of health data across hospitals and platforms; educa-
tion, for validating of academic credentials and certi cations, utilities, such as smart
power grids with distributed power generation from both residential and businesses.
Even if a centralized system for each case were feasible, such an approach would lack
the exibility of the evolution and portability of members and services and interoperability with
other external DLTs and/or services

As an example, the European Blockchain Services Infrastructure (EBSI) (European
Blockchain Partnership EBP, 2022) could become a superhub for a myriad of lesser
national/local networks: DLT islands will emerge around the world in different sectors
(Lopez et al., 2019). The EBSI leverages a permissioned DLT where each EU member
state maintains nodes to accelerate the creation of cross-border services for public
administrations. The DLT enables the EBSI ecosystem to verify the information and to
make services more trustworthy, changing the traditional pattern of data sharing due
to its distributed nature. In there, the ledger acts as a point of truth that supports the
veri cation of the entities involved in the transaction and the authenticity of information
without requiring real-time access to the source of information.
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2.3.2 Personal information management in DLTs

The main bene t of DLTs and related decentralized systems (e.g., Decentralized File
Storages (DFS)) is that they provide individuals with functionalities that are not possible

in traditional cloud services. In particular, they favor the creation of decentralized
Personal Information Management Systems (PIMS) (EDPB, 2016), guaranteeing data
sovereignty and enabling users to control what personal data they want to share. This
kind of PIMS can be considered a consent management tool, personal data cooperative,
or trusts that act as new neutral intermediaries in the personal data economy, built on
distributed software architectures. These empower individuals with tools and means
to decide at a granular level what is done with their data to provide, between many
bene ts, greater oversight and transparency over the data. The rst step toward this
can be using a new user-centered model for managing personal data, where storage is
decoupled from application logic, and individuals decide what to do with their data.
This model is not only bene cial for the privacy needs of the individual but would also
allow data collectors (i.e., OSNs, ISPs, and companies, generally speaking) to prove
their compliance with regulations. Not only that, but it could also bene t the creation

of a single data market that capitalizes on the data interoperability between data spaces
for the social and economic good (European Commission, 2020). Data interoperability
is one of the main issues from a practical point of view, tainted by the centralization
of personal data management and distribution. The current practice of data collectors
is to store data in disconnected silos inaccessible to innovative services, researchers,
and often to the individual who generated them. The lack of control by individuals
over access to their data, therefore, joins the other privacy concerns. As a result, it
is challenging for an individual to understand and manage the associated risks. The
GDPR helps to promote a vision in favor of the interests of individuals instead of
large corporations, i.e., “natural persons should have control of their own personal
data” (Recital 7). However, from the technical side, there is an urgent need to place
individuals at the center of personal data management and to relieve the absence of
technical instruments and standards that make the exercise of one's rights simple and
not excessively burdensome (European Commission, 2020). For instance, Article 20 of
the GDPR has the potential to allow data ow and promote competition, but instead, it
translates into the possibility of switching service providers rather than re-using data.
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By promoting distributed storage, decentralized computation, and speci cally SSI and
PIMS, the ability of centralized strongholds to exploit individuals' personal information
in their favor could be transferred to those directly concerned users. Decentralized
computation comes in the form of smart contracts, i.e., an immutable set of instructions
whose execution is calculated deterministically by all (or several, depending on the
protocol) peers in the DLT. In the following, we will devise the solutions scholars have
provided for the problems discussed here.

« DLTs as a data management and sharing tool - Various works in the literature
have the main goal of proposing DLTs-based architectures for data management
to build novel smart services and to promote social good (Kheli et al., 2018;
Naz et al., 2019; Ortega et al., 2018). These solutions usually store data outside
the ledger, i.e., off-chain, and involve the DLT to provide transparency in the
process of access to data while simultaneously enabling users to control their
data. Focusing on data trading, works such as Ozyilmaz et al. (2018); Shafagh
et al. (2018, 2017) propose the use of distributed technologies to trade data in 0T
and smart cities, as these two scenarios seem to t perfectly with DLTSs.

« DLTs towards GDPR compliance - DLTs are fundamentally in contrast to some
parts of the GDPR. However, some scholars present DLT-based solutions without
compromising GDPR compliance, but on the contrary, trying to best leverage
them as tools for data subjects. A GDPR-compliant model for tracing the personal
data life cycle is proposed by Onik et al. (2019), while Ahmed et al. (2020) focus
on the lack of GDPR-compliant consent management mechanisms. Several works
focus mainly on health data, such as the one by Hawig et al. (2019) and by
Koscina et al. (2019), that enable healthcare data exchange through a distributed
architecture. The latter is part of a larger body of works related to a Horizon
2020 program, i.e., MyHealthMyData. Another Horizon 2020 program related to
DLT-based architectures for personal data is the DECODE project which provides
compliant tools for individuals to take control of their data and share it.

« Smart Contract based policies - Smart contracts are often employed to let users
express their privacy policies. One of the tools developed with this focus is
Zenroom (Roio, 2019), a language interpreter which reads in a natural language.
Smart contracts are used to implement access control mechanisms already tested
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in the past to convey user consent, e.g., PROV-O and the XACML models (Davari
and Bertino, 2019) or delegation models (Ahmad et al., 2017). Legal ontologies
can help when translated into smart contracts (Cervone et al., 2020; Choudhury
etal., 2018).

* Non-DLT-based PIMS models - Some solutions that are not based on the use of
DLTs, but that share some features, are the Databox model (Katevas et al., 2020)
and Solid (Sambra et al., 2016). The latter is a project that involves the use of
distributed technologies and Semantic Web integration.

2.3.2.1 Self-Sovereign Identity

From the self-determination perspective, DLT can play a central role in implementing
a personal right to identity. Self-Sovereign Identity (SSI) is currently one of the most
compelling use cases of DLTs and consists of a digital identity created and managed by
each person individually, without the intervention of third parties. Looking at identity

as the outcome of the construction of one's personality, i.e., a set of attributes that
draw a pro le, brings back the considerations of the previous Sections on the need
to protect geodata, metadata, and all other related personal data. Especially when
it comes to digital identity, the continuous ow of subjective views, personal tastes,
intimate details, and experiences consists of data points that contribute to it, affecting
the individual, both online and of ine, i.e., onlife (Floridi, 2014). SSI brings forward
the concept of managing digital identity through DLT. In particular, it advocates the
vision that individuals should not only be placed at the center of the digital identity
management process, but they must be the rulers of their digital identity (Christopher
Allen, 2016). It leads to the result that individuals must have complete control over
their data and be able to store them and decide how much, which, and with whom to
share them. The thesis of scholars is that DLTs can be used to empower individuals
through SSI (Giannopoulou, 2020; Kondova and Erbguth, 2020). SSI stems from the evo-
lution of identity management systems, from centralized to federated to user-centric,
and prioritizes user autonomy through ten fundamental principles: existence, control,
access, transparency, persistence, portability, interoperability, consent, minimalization,
and protection (Christopher Allen, 2016). The SSI paradigm aims to empower the
individual through solutions that can be thought complementary to regulations such

41



as the GDPR. From what we have devised up until now, SSI and DLTs can bring to
individuals the necessary tools to not only have their data protected but also enhance
their correct estimation in the trade-off between privacy concerns and disclosure ben-
e ts (i.e., privacy calculus), thus leading to a favorable environment for individuals'
privacy.

Only some of the architectures described in previous Sections are based on the SSI
principles. Two of the leading solutions we nd in the literature leverage public and/or
private DLTs to implement SSI principles. The rst one is, Sovrin (Sovrin Foundation,
2020), an open-source identity network built on a layered architecture involving a
public permissioned DLT that only stores identity transactions, without personal data,
and where only trusted institutions, i.e., banks, universities, governments, can be DLT
nodes. uPort (Naik and Jenkins, 2020), on the other hand, is based on Ethereum's
public permissionless DLT and provides a platform for user-centric identity and com-
munication, consisting of a mobile app, smart contracts, and a set of open protocols
for message ow. Finally, in the context of SSI, a European-wide project is gaining
momentum for digital identity management and other citizens' services through the
EBSI.

On the other hand, some solutions do not involve using DLTs to embody the SSI
paradigm. As already cited, Solid (Sambra et al., 2016) is a PIMS where users directly
act on their data. The principles are in line with SSI, i.e., users decide what data is
stored, where it is stored, and who has access to it, and can also revoke access to their
data. The digi.me system (World Data Exchange Company, 2022), on the other hand,
focuses on providing a PIMS that rst tries to get as many data points as possible from
different sources. Users can import their data from different ISPs, encrypt them and
store them in a personal cloud (e.g., Google Drive). Individuals can then control these

data and allow other apps or services to access them through set limitations.

2.4 The tensions between DLTs and GDPR

When the GDPR was rst drafted in 2012, centralized client-service network relation-
ships strongly in uenced it. That was when cloud computing was gaining momentum,

while peer-to-peer technologies were losing the appeal that made them stand out in the
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rst decade of the 2000s. The fundamental characteristics of DLTs, mainly decentraliza-
tion, imply an operating environment and paradigm that makes it dif cult to interpret
some of the GDPR rules. Usually, no central authority determines how and where data
is stored, processed, or used in any other way. According to this disintermediation
model, it may be challenging to identify which participants in a DLT are the data
controllers, processors, or subjects because the information does not necessarily ow
linearly from users to providers (Sovrin Foundation, 2020). The tensions between the
GDPR and the DLT mainly concern three issues, as stated by scholars working on this

specic eld:

» Actor accountability - As far as the GDPR is concerned, it must be possible to
identify a data controller, but it is not clear whether this is possible in permission-
less DLTs (Finck, 2019; Lyons et al., 2018). The concept of data controller requires
further clari cation to de ne such a decentralized data processing model. The
more concentrated the control of the participating nodes on the DLT is, the more
it is possible to identify the controllers. In contrast, the more diffuse the control is,
the more it is not possible an identi cation (Sovrin Foundation, 2020).

» Personal data processing - So far, there is no signi cant consensus on what is
necessary to render personal data anonymous so that the resulting output can
be stored in a DLT. This argument found its basis in Recital 26 of the GDPR,
which states that data becomes anonymous if it is ‘reasonably likely' that no
identi cation of a natural person can be derived (Agencia Espafiola De Proteccion
De Datos, 2019; Finck and Pallas, 2020).

» Data subject rights - Even if a data controller might be identi ed by their nature,
DLTs hinder the implementation of a set of rights for data subjects and obligations
for data controllers of the GDPR. Two, in particular, the “right to be forgotten”
and the “right to recti cation” (Articles 16 and 17), are the main breaking point
between the DLT and GDPR due to the ledger immutability.

2.4.1 Principles of a GDPR-compliant DLT-based solution

However, although challenging, DLT-based solutions can be designed to be GDPR-
compliant, provided they are developed with appropriate design features to protect
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personal data. State of the art includes studies by regulators such as CNIL, AEPD, and
STOA, but also companies, organizations, and scholars. Best practices for a GDPR-
compliant DLT-based design vary from case to case, but here we can derive some major

ones:
1. Avoid storing personal data on-chain (or let the subject do it)
2. "Conscious” use of Privacy-Enhancing Technologies
3. Specialized DLT-based system that forgets
4. De-linking DLT-addresses from identities

5. De ne accountability obligations among the network participants

2.4.1.1 Avoid storing personal data on-chain

A DLT-based system architecture that intends to be GDPR-compliant needs to be de-
signed to prohibit or prevent personal data from being stored on-chain on a public
permissionless DLT or a not "tightly controlled" one (Lyons et al., 2018; Sovrin Foun-
dation, 2020). A use case where the DLT is tightly controlled is when the nodes that
store the ledger are known and act as data controllers, and access to this network is
permissioned. For this principle, one can refer to the multi-layered blockchain de-
sign proposed by the EU Blockchain Observatory and Forum (Lyons et al., 2018). In
particular, Principle 3 suggests to save personal data needed to perform a service in
a permissioned DLT and non-personal data in a permissionless DLT. This makes it
easier to permissioned DLT nodes to agree on contractual terms that precisely de ne
their roles and duties and the privacy policy toward end users. When acting as data
controllers, these entities must facilitate the exercise of data subject rights (Articles
12 and 15 to 22) and cannot delegate this task to processors. They can be aided by
using off-chain storage, e.g., DFS, and by appropriate data obfuscation, encryption,
aggregation, and deletion techniques (discussed in the following Sub-Sections). A
speci cation is needed at this point for data types that are typically managed and
stored in DLT-based architectures:

» Hash digests stored on-chain - The result of a hash function, i.e., a digest, should
be generally considered pseudonymized data and thus still in the scope of the
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GDPR (Recital 26). This is the conclusion that the analysis of the Data Protec-
tion Working Party (ex Article 29 Working Party) reached (Article 29 Working
Party, 2014a). There are, however, Privacy Enhancing Technologies (PETs) with
stronger privacy guarantees that may resist de-anonymization and thus making
pseudonymous data be considered with a shallow risk of re-identi cation (Finck,
2019; Finck and Pallas, 2020). For instance, a proposed approach would be to
store Salted Hash Digests with solid privacy guarantees on-chain (possibly in a
permissioned DLT) while encrypted data off-chain.

« DLT addresses - The addresses that represent accounts in DLTs derived from the
user's public keys are also pseudonymous data. However, their use is essential to
the DLT's proper functioning; thus, in the light of the data minimization principle
(Article 5(1)(c)), the CNIL considers that it is not possible to minimize them
further (CNIL, 2018a).

« Personal data that is submitted by the subject - This data consists of all the possible
personal information that the subject may voluntarily submit to the system. This
kind of data should be stored (and protected) off-chain, and the actors who handle
this data should always be known: the subject or permissioned DLT nodes.

2.4.1.2 “Conscious” use of Privacy-Enhancing Technologies

When a PET enables the possibility not to store data or references on-chain, e.g., Zero-
Knowledge Proof (Feige et al., 1988), then what is stored, e.g., cryptographic proofs, is
outside the scope of GDPR. Whereas, in the case of minimized data (which still counts
as personal data), the hash digest, for instance, “conscious” use of PET could minimize
the risks to identi cation and thus provide suf cient protection for the legitimate
interest to rely upon Article 6(1)(f) GDPR (Erbguth, 2019a; Finck and Pallas, 2020;
Giannopoulou, 2020). These data protection mechanisms should be implemented in
order “not to allow the data subject to be identi ed via “all' "likely' and ‘reasonable'
means” (Agencia Espafiola De Proteccion De Datos, 2019; Finck and Pallas, 2020). For
example, the conscious use of PET could be the case where a piece of data, such as a
subject's age, is stored on the ledger as the result of "strong" encryption, whose result
is then hashed instead of just being hashed. The risks to re-identi cation, however,
imply also not wholly relying on encryption for on-chain anonymous data that could
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constitute personal data since it is not clear at all whether the still uncertain prospect
of quantum computing should be taken into account (Finck, 2019; Lyons et al., 2018;
Sovrin Foundation, 2020). For the scope of this work, such risk is not taken into account.

2.4.1.3 Specialized DLT-based system that forgets

A DLT that can arbitrarily delete information might seem to be the perfect solution to
resolve many of the tensions that come with GDPR (Erbguth, 2019a). However, the
principle of immutability is at the very core of DLTs. As the two previous subsections
show, for some personal data types, a DLT such that information stored on-chain (e.g.,
hash pointers) can be rendered valueless works favorably to the GDPR. It may be
the case of the deletion of off-chain stored (encrypted) data and the destruction of
encryption keys and correlated information. However, the use of special “forgetting”
DLTs may still make sense because the deletion of encryption keys, while leaving the
encrypted/hashed data on-chain, does not completely adhere to the data deletion
de nition (Article 29 Working Party, 2014a; Finck, 2019; Finck and Pallas, 2020). A
DLT operating through a protocol built to remove old transactions without affecting
the security of the DLT structure would favor the right to be forgotten and, above all,
the data minimization principle (CNIL, 2018a; Politou et al., 2019). In order to ful ll
the data subject's rights, when the permissioned DLT nodes act as data controllers,
several approaches are presented in state of the art. Two of them stand out, i.e., using
the implementation of a redactable (or forgetting) DLT (Farshid et al., 2019; Florian
et al., 2019) or using pruning (Finck, 2019; Politou et al., 2019). While the rst approach
consists of a speci c case of DLT implementation, the pruning algorithm, on the
other hand, can be potentially implemented in all DLTs. This algorithm, foreseen by
Nakamoto in Bitcoin (Nakamoto, 2009), consists of deleting old transactions and blocks
(on demand or after a prede ned period) and keeping the old block headers containing
the hashed version of the removed data in order to ensure the security of the blockchain.
Although this technique has been judged to be weakly applicable in permissionless
blockchains, pruning may provide a suitable solution for permissioned blockchain,
where the operating environment is more easily controlled and regulated (Palm, 2017;
Politou et al., 2019). In the case in which a DLT con guration cannot be altered in favor
of pruning or redaction, the solution of storing data off-chain remains the most pleasing
for GDPR compliance. Nevertheless, also, in this case, some considerations must be
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taken into account. The use of DFS is often considered in state-of-the-art solutions
(Aiello et al., 2020; Onik et al., 2019; Wang et al., 2018). Taking IPFS (Benet, 2014) as
a reference, it consists in a trustless network, where nodes can never be guaranteed
to comply with a content deletion request because there is no way to verify that data
has been removed from the entire network (Politou et al., 2020). A solution for data
deletion could be the construction of a private IPFS network, where the participants
agreed on the duties towards data subjects, thus making it possible to delete a le from
all nodes of the private network. This, however, would limit the data availability and
portability. Suppose one refers to a public IPFS network, on the other hand. In that
case, one can take the anonymous delegated deletion of Politou et al. (2020) based on
Article 17(2) of the GDPR: “the controller, [...] shall take reasonable steps, including
technical measures, to inform controllers which are processing the personal data that

the data subject has requested the erasure”.

2.4.1.4 De-linking DLT-addresses from identities

One important consideration must be made for DLT addresses and the data they are
derived from, i.e., asymmetric keypairs of public and private keys. The use of such
key pairs in digital signatures is considered a pseudonymization technique (Article 29
Working Party, 2014a), and thus this data is still under the scope of the GDPR. The use
of public keys in DLTs, i.e., to derive addresses and digitally sign, cannot be considered
an anonymization technique because of their high risk of being de-anonymized (Finck,
2019; Finck and Pallas, 2020). These public keys, however, are considered by the CNIL as
data that “cannot be further minimized and that their retention periods are, by essence,
in line with the blockchain's duration of existence” (CNIL, 2018a). Therefore, it can be
argued that their combination with a "conscious" use of PETs could potentially meet
the GDPR data minimization requirements (Giannopoulou, 2020). However, several
approaches can be leveraged to decrease the possibility that the owner of a public key
may be identi ed as a natural person, and many DLTs rely on this (Christensen, 2018).
For instance, one can refer to the Dual-Key Stealth Address Protocol (Courtois and
Mercer, 2017) for limiting, when possible, the identi cation of subjects in permissioned

DLTs, but also permissionless ones.
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2.4.1.5 De ne accountability obligations among the network participants

The most stressed recommendation in the various analyses on the GDPR compliance
of DLT-based solutions is the de nition of liability obligations for the participants in

the system. Several suggestions embrace the shared responsibility approach (CNIL,
2018a; Rieger et al., 2019a), in which all participants in a DLT network act as joint con-
trollers and stipulate an agreement establishing the respective responsibilities of each
participant. The legal basis for personal data processing related to network participants
and/or third parties is guaranteed by mutual agreements. In a permissioned DLT, it is
possible to adopt extensive measures to minimize the transmission and/or storage of
any personal data through the ledger, following the principles of Privacy by Design,
e.g., pruning. Permissioned DLT nodes, as stated earlier, may act as joint controllers for
the transactional data that they verify, store, and put on/off-chain. However, if they
process a subject request for distributing personal data, DLT nodes are likely to be data
processors as they are acting on behalf of a subject that acts as controller of his/her data,
i.e., SSI (Edwards et al., 2019; Giannopoulou, 2020). DLT nodes can be controllers for
some activities and processors for others (Lyons et al., 2018; Sovrin Foundation, 2020).
For nodes of peer-to-peer networks that provide other decentralized services than DLTSs,
such as DFS, the discussion on liability obligations can become complex. Most of the
time, these actors process encrypted data only, which is considered pseudonymous
in principle and thus subject to the GDPR. In practice, using appropriate PETs, these
providers handle meaningless and anonymous data without additional information
(e.g., a decryption key). Thus they are likely to have no obligations as long as the
data is as such. In the case of information leakage (e.qg., key leakage), the risk of being
identi ed (e.qg., through data decryption) for a subject increases, and, then such data
may fall into the personal data de nition (Article 29 Working Party, 2014a; Finck and
Pallas, 2020). Consequently, the DFS service provider's role becomes a controller role.
When we talk about a "traditional" le storage service, e.g., cloud storage, it may be
easy to identify an accountable actor. However, in the case of a DFS service, it may be
more challenging (Politou et al., 2020). Finally, permissionless DLT nodes generally
have no obligations since they might not even be aware of any information owing

(e.g., non-personal data). However, they can be considered processors if a subject issues
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a transaction on the permissionless DLT (CNIL, 2018a; Finck, 2019; Sovrin Foundation,
2020).
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Chapter 3

Methodology

3.1 Objectives

As seen in the previous Chapter, the exploitation of personal information is assisted by
the more pervasive nature of today's digital world and the lack of data subjects' direct
control. On the basis of such a lack, the overall objective of this work is the following:

To investigate methodologies and to design systems that direct the personal data
control ow towards individuals in the European Union regulatory framework.

This main objective is composed of the succession of three sub-objectives:

O1. To identify the systems that can be used to de-centralize the exploitation of

personal information and their legal compliance with the EU regulation.

0O2. To design and implement systems that store and/or trace personal data, and that
provide access to them only through policies set by data subjects or based on
GDPR legal bases.

03. To design and implement interoperable mechanisms that enable the universal
identi cation of personal data, policies and credentials, in such a way that the
data subjects can be sovereign to decide how to store and share their data.

In order to achieve these goals, the following limitations detected in the state-of-

the-art had to be addressed:
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L1. The lack of technical solutions that provide access to personal data and fully
transparent mechanisms that are not fully controlled by a single entity (different
from the data subject).

L2. Distributed systems that can contemporaneously provide interoperable data
access policies and data redundancy. State-of-the-art solutions only provide one
of them, or necessitate the data subject (or a delegate) to maintain a self-hosted
personal data storage, leading to a single point of failure again.

L3. The majority of current proposed decentralized solutions do not always have an
approach that combines law and technology, but on the other hand, gives priority
to one of the two.

3.2 Contributions

The main contributions of the thesis are outlined below.

C1. Identify aspects of GDPR compliance involving systems based on decentralization
and data immutability, particularly regarding the limitation of Distributed Ledger

Technologies.

C2. Design and implement a decentralized Personal Information Management
System that stores and traces the transfer of personal data in a transparent and
non-centralized manner, presented in Part Il.

C2.1. Personal Data Space. Design and implementation of storage for personal
data built on top of a Decentralized File Storage. It will be presented in
Chapter 4.

C2.2. Decentralized Indexing System . Design and implementation of a system
based on a Distributed Ledger Technology and a Distributed Hash Table for
respectively indexing and querying data. It will be presented in Chapter 5.

C2.3. Distributed Authorization System . Design and implementation of an au-
thorization system based on smart contracts use and a distributed access
control mechanism. It will be presented in Chapter 6.
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C3.

CA4.

3.3

Govern data access through privacy policies expressing GDPR legal bases in the
presented decentralized Personal Information Management System. It will be

presented in Chapter 7.

Model and implement the veri cation of authenticity of some claims in digital in-
teractions based on the Self-Sovereign Identity paradigm and on the intelligibility
of contextual information. It will be presented in Chapter 8.

Assumptions

The work presented in this thesis is done under the following set of assumptions:

Al.

A2.

A3.

It is assumed that the systems proposed are developed for general-purpose
functioning, meaning there needs to be a discussion on the speci ¢ kind of
personal data managed. For instance, managing health personal data with the
proposed systems might require a detailed speci cation, both from the technical
and legal perspective, that is not fully covered even though the systems can be

compatible with it.

We assume that the services operated by the providers implementing the systems
presented in this work comply with regulations that are not explicitly cited but are
usually needed for their provision. When one or a set of interrelated regulations
are not explicitly cited, it means that, with respect to the technologies involved,
these are not a matter of research in literature or are not in the scope of our

research (e.g., Anti Money Laundering regulations).

We assume that is feasible and desirable for a nal user to interact with all the
proposed decentralized systems through a device, as in current state of the art

technology environment.

3.4 Hypotheses

The general hypothesis of this work is that disintermediation in the storage and ex-

change of personal data can be used to build personal information management systems

compliant with the law in the EU. It can be subdivided into three sub-concepts:
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H1.1. Decentralized systems based on Distributed Ledger Technologies can support
the replacement of current ICTs-platform-centered personal data management in

terms of feasibility, ef ciency, and legal compliance.

H1.2. The distributed execution of smart contracts and dedicated cryptographic schemes
can be ef ciently employed to provide personal data access control without rely-
ing on a trusted third party.

H1.3. A decentralized personal information management system can effectively be
integrated with, and Semantic Web technologies and standards to (i) enforce
data subjects's and/or GDPR-based data access policies, (ii) provide an interop-
erable way to move personal data and trace related processes, and (iii) identify

information related to a data subject's online identity universally.

The main research question that supports this thesis is:

Are decentralized technologies and semantic web standards able to support
individuals' personal data protection and portability optimally?

This can be subdivided into a series of sub-questions:

* RQL1.1- Are decentralized technologies able to support the replacement of current
platform-centered data protection management?

 RQ1.2 - How can semantic web vocabularies and disintermediation foster a
convergence between the protection of individuals' data and the development of
data sharing solutions?

* RQ1.3- To what extent can decentralized systems and EU regulations such as the
GDPR coexist in order to effectively shift the de facto control of personal data
sharing to data subjects?

3.5 Restrictions

The work presented in this thesis is subject to the following restrictions:
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R1. The scope of the research will be restricted to personal data that are represented
as content stored in an accessible format, such as text les or standard media
formats. Throughout this work, we will use the general concept of personal data
to refer to an instance of a digital representation of the data.

R2. The legal analysis is also limited to the European Union framework, with no
speci ¢ national implementation referenced. The analysis is mainly focused on
the GDPR.

R3. The software to be run in distributed environments has only been deployed to
network where nodes were managed by the authors of this work, and never by
independent network node entities.

R4. The models presented in this work have not been proved formally but empirically.

3.6 Research methodology

The research work for this thesis involves several disciplines and areas of information
management that may seem completely far apart. Thus the methodology followed in
this work is based on two phases:

* The research phase where the state of the art of current problems and related
solutions are investigated.

« The design phase where the ndings of the previous phase are used as drivers
for the creation of an architecture as a solution to the main problems found.

In particular, the research phase is considered as the fundamental step that will
precede the design of any software, as it comprehends functional and normative
analysis of personal data collection and their use by rst-party and third-party entities.
The end result of the state of the art analysis will be the input leading to a software
solution where functional and non-functional requirements are based on the previous
ndings. A particular emphasis is given to the GDPR analysis and its compliance.

Based on the above premise, the methodology used in this work consists of several
parts.

The rst part is related to the design and development of a Personal Data Space.
The ground of this work consists of the initial use of decentralized systems. The rst
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contribution consists of developing a Personal Data Space and assessing which related
technologies can be better exploited in the nal architecture by conducting several
performance evaluations and solution comparisons. Some work has been done towards
this goal by publishing relevant papers. The turning point of this part of the work is
marked by the de nition of functional and non-functional requirements, which has
helped nalize the system architecture. The non-functional requirements consist of a
process of analysis of GDPR, and therefore it is the primary driver of the solution. After
the complete design of the architecture, Minimal Viable Prototype has been presented,
with the ability to provide the essential functions of storing and giving access to data.

The second part of the methodology consists of the research on the use of the smart
contract technology for the management and portability of personal data through
the use of rights expressions. The work regarding the study of the current solution
has been carried out through: (i) the participation in an ISO standard working group
for the development of methods for the conversion of contractual rights into smart
contracts; (i) the creation of a smart contract based framework for decentralized identity
management that supports legal reasoning. Both lines of work enabled to focus the
research on smart contracts toward the exploitation of languages and ontologies to
represent access policies. The output of this part of research is the ISO/IEC 21000-23
Smart Contracts for Media international standard, of which | am one of the editors, and
an on-going work of publishing relevant papers.

The nal part of this research methodology involves the integration of all ndings
and software in a decentralized Personal Information Management System and eval-
uating it. This is mainly driven by the non functional requirement of supporting the
system's data subjects as placed at the center of an Internet of Person built entirely
for them. Then the employed methods in this case include the evaluation of systems'
performances from the user's point of view, simulation of a real-world scenario of such
a network of individuals and a measure of the expressing of policies in real-world use

cases.

3.7 Evaluation methodology

Regarding the hypotheses de ned in this thesis, the following evaluations have been
performed:
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El. (for H1.1). The goal of this evaluation is to test whether the implementation of
the decentralized Personal Information Management System improves the results
by the state of the art solutions in terms of ef ciency and legal compliance. To
this end, we built the proposed systems, proved their compliance, and evaluated
their ef ciency from the nal users' perspective.

E2. (for H1.2). The goal of this evaluation is to assess that the event distributed
execution of smart contracts can support cryptographic schemes to provide
access to some encrypted personal data. To this end, the results are compared
with different schemes presented and/or implemented for the evaluation.

E3. (for H1.3). The goal of this evaluation is to determine the completeness of the
models built to represent privacy policies and online identities. To this end, the
proposed models are used to represent the privacy policies and Self-Sovereign
Identities.
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Part Il

DECENTRALIZED PERSONAL
INFORMATION MANAGEMENT
SYSTEM
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Chapter 4

Personal Data Space

The content of this chapter is based on the contributions published here:

« M. Zichichi, S. Ferretti, and G. D'Angelo, “A Framework Based on Distributed Ledger
Technologies for Data Management and Services in Intelligent Transportation Systems,
IEEE Access, pp. 100384-100402. IEEE, 2020.

”

* M. Zichichi, S. Ferretti, G. D'Angelo, and V. Rodriguez-Doncel, “Data Governance
through a Multi-DLT Architecture in View of the GDPR,Cluster Computing, pp.
1-28. Springer Nature, 2022.

¢ M. Zichichi, S. Ferretti, and G. D'Angelo, Handbook on Blockchain, ch. Blockchain-
based Data Management for Smart Transportatiop, 1-29. Springer Nature, 2022.

The software produced during the development of this chapter is stored here:

« M. Zichichi (2019). Data and scripts for IOTA vehicular scenario. DOI: 10.5281/
zenodo.4572578

« M. Zichichi (2020). Data and scripts for IPFS and Sia vehicular scenario. DOI:
10.5281/zenodo.3552198

This Chapter acts as the rst step toward describing a solution that can help move
in the direction of “ empowering individuals with respect to their dataDf course, this
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is one of the main aims of this work, but in this particular instance, we refer to the
objective set in the European Strategy for Data (European Commission, 2020). The
requirement that “[ijndividuals should be further supported in enforcing their rights

with regard to the use of the data they generate” can be possibly addressed by the use

of Personal Data Spaces (PDS), de ned as tools and means to let individuals decide

at granular level about the processing of their data. Indeed, dedicated technologies
can help companies comply with GDPR (e.g., the portability right of Article 20) and
individuals exercise their rights. The result would address two main issues: the lack

of transparency in managing personal information and the inability to access and
make personal data interoperable. The PDS can be intended as the rst step toward

this aim, relying on a new user-centered model for managing personal data, where
storage is decoupled from the application logic (EDPB, 2016; ENISA, 2021). This vision

is bene cial for the privacy needs of the individual and for building a single data
market (European Commission, 2020) that capitalizes on the data interoperability in

data spaces for the social good (Furini et al., 2020). Furthermore, providers of personal
data apps and the so-called data intermediaries (or neutral brokers) can exploit PDS to
prove their compliance with regulations *. To this end, the European Union Council

has recently approved the Data Governance Act (DGA) (European Parliament, 2022)
that aims to enable personal data to be used with the help of a “ personal data-sharing
intermediary. This entity type is designed to help individuals exercise their rights
under the GDPR and enable data sharing on altruistic grounds (i.e., Article 2(10) data
altruism). A data intermediary can be de ned as a mediator between those who wish to

make their data available and those who seek to use them while providing some degree

of con dence about how the data will be used (Janssen and Singh, 2022a). Recital

23 of the DGA, in particular, speci es that data intermediaries are a category of data
sharing service providers who offer their services to data subjects under the GDPR to
strengthen individuals' agency and control over their data. Moreover, “ [tlhey would
assist individuals in exercising their rights under Regulation (EU) 2016/679, in particular
managing their consent to data processing, the right of access to their data, the right to the
recti cation of inaccurate personal data, the right of erasure or right 'to be forgotten, the right
to restrict processing and the data portability right, which allows data subjects to move their
personal data from one controller to the other.

IThis issue is also dealt with in the context of the Data Act and Chapter 7 of this work.
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In this Chapter (and throughout this whole work), we stem from this vision, and we
use such a description of data sharing and intermediary services as a design driver for
our system. In particular, we propose a decentralized approach for the design of a PDS
based on distributed ledger technology (DLT) and decentralized le storage (DFS). In
line with the DGA (and GDPR and Data Act), such decentralized environments can be
composed of known , but yet distributed, node operators: “ Data intermediation services
could include bilateral or multilateral sharing of data or the creation of platforms or databases
enabling the sharing or joint use of data, as well as the establishment of speci c infrastructure for
the interconnection of data subjects and data holders with data"&nopean Parliament,
2022). The resulting PDS system we propose is compliant with the GDPR, thus pro-
tecting users' data, and it promotes data sharing as intended by the Data Governance
Act (and also Data Act). The main bene t of such a decentralized architecture is that,
by bringing together regulations and technologies, it provides individuals with the
ability to record their data in some interoperable PDS, guarantees data sovereignty, and
enables users to control what personal data they want to share (European Parliament,
2017; Giannopoulou, 2020). The use of DLTs and DFS is of paramount importance
in our system architecture. DLTs provide the technological guarantees for trusted
data management and sharing, as they can offer a fully auditable decentralized access
control policy management and evaluation (Maesa et al., 2019). In the view of the
GDPR, this makes it possible to check whether the involved actors comply with the
regulation or not, e.g., the trace personal information sharing can help data processors,
and controllers easily demonstrate their compliance transparently. As concerns DFS, its
combined use with DLT allows overcoming the typical scalability and privacy issues
of the latter while preserving the bene ts of decentralization (Politou et al., 2020). In
practice, DFS is leveraged for storing the actual data outside the DLT, i.e., through
“off-chain” storage, and tracing all the data references in the DLT (i.e., “on-chain”).

In the following, the original contributions and novelties of this Chapter are de-

scribed:

« First, we provide an interdisciplinary analysis of technical and non-technical
drivers for the design of a PDS. In particular, in the background, related work,
and architecture description, we refer to the GDPR and work/analyses related to
this.
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» Second, we describe the decentralized PDS system based on the use of DFS for the
off-chain storage of personal data and a DLT for data integrity and traceability.

» Third, we provide a prototype implementation of the described system, and we
evaluate its performance using an experimental evaluation. More speci cally, the
implementation is based on a client application for communicating with two DFS,
i.e., InterPlanetary File System (IPFS) (Benet, 2014) and Sia (Vorick and Champine,
2014), and a public DLT, i.e., IOTA (Popov, 2016).

The remainder of this Chapter is organized as follows. Section 4.1 presents the
background concepts behind the proposed architecture and related works. Section 4.2
has the purpose of providing an overview of the PDS architecture we propose. In
Section 4.3, we specify the architecture's components, then discuss its GDPR compliance.
In Section 4.4, the implementation of the PDS is described and evaluated in terms of
performance. Finally conclusions are presented in Section 4.5.

4.1 Background and Related Work

This section describes the technologies used to build the proposed software architecture.

4.1.1 Distributed Ledger Technology (DLT)

Distributed ledger technologies (DLTs) consist of protocols and components that guar-
antee untampered data availability thanks to the immutable persistence of data in the
distributed ledger. DLTs, born with the advent of the Bitcoin blockchain (Nakamoto,
2009), replicate the ledger among nodes of a peer-to-peer (P2P) network. This append-
only ledger is expanded through transactions disseminated throughout the network,
independently veri ed by each node to ensure consistency. This protocol allows the
exchange of data, currency, or assets without relying on a human intermediary. In
particular, DLTs enable: (i) transparency, i.e., the guarantee for the auditability of trans-
actions and data accesses (Maesa et al., 2019; Nakamoto, 2009); (ii) security, i.e., the
shifting of the trust that is normally placed to intermediaries towards a distributed
consensus mechanism (Androulaki et al., 2018; Buterin et al., 2013; Singh et al., 2020);
(i) immutability, i.e., the veri ability of the data stored in the ledger (Nakamoto,
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2009; Politou et al., 2019); (iv) decentralization, i.e., the ability of direct user-to-user
interactions and agreements, without intermediaries (Buterin et al., 2013).

4.1.1.1 Typesof DLT

Several DLT implementations exist with their pros and cons; however, all of them are
built on a network of peer nodes that maintain the distributed ledger. Firstly, implemen-
tations can be subdivided into “public” and “private” DLTs. The former type consists

of a DLT where anyone can have full access and read the data stored in the ledger, while
in the latter, the ledger data is private. A hybrid, probably less standard, model is the
“semi-private” DLT, which can be used in scenarios where a private part of the ledger
remains internal and shared among known participants, while a public part can still be
used by anyone (Mougayar, 2016). Secondly, we can distinguish between two main
DLT categories: “permissionless”, i.e., where anyone can participate in the consensus
mechanism, and “permissioned”, i.e., where one or more authorities act as a gate for
the participation of new nodes to the consensus mechanism. Bitcoin (Nakamoto, 2009)
and Ethereum (Buterin et al., 2013) are examples of public permissionless DLTs, while
Hyperledger Fabric is an example of a (semi-)private permissioned DLT (Androulaki
et al., 2018). A permissioned solution is often a very convenient approach since it
makes it easier to compose a software architecture. Nonetheless, a consortium of
trusted entities is usually required to employ a permissioned DLT. These entities can
also act as certi cate authorities that release public and private keys to access the ledger
(Li et al., 2018). Such a solution requires trusting such a consortium (Shahid et al.,
2019), while, in contrast, a permissionless approach is more suitable to enable trustless
services. Furthermore, DLTs can also be distinguished from their ability to support
smart contracts, as seen in Chapter 7. Conversely, some implementations are thought
to provide better scalability at the expense of lacking some features, e.g., based on
Directed Acyclic Graphs (DAGs) such as IOTA.

41.1.2 10TA

The I0OTA ledger is not structured as a blockchain but as a DAG where vertices represent
transactions and edges represent validations to previous transactions, i.e., the Tangle
(Popov, 2016). Such public data ledger is mainly targeted towards the use in the
0T industry. The IOTA transactions validation approach is thought to address two
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major pain points associated with traditional blockchain-based DLTs, i.e., latency and
fees. IOTA has been designed to offer fast validation, and no fees are required to
add a transaction to the Tangle (Brogan et al., 2018). When a new transaction is to be
issued, two previous transactions must be selected (i.e., tips selection) and approved by
referencing those in the transaction. The result is represented through directed edges
in the Tangle. Proof-of-Work (PoW) is performed to validate a transaction and deter
denial of service attacks and other service abuses.

4.1.2 Decentralized File Storage (DFS)

In order to overcome the typical DLTs' scalability and cloud services' privacy issues,
the use of a DFS is a potential solution for storing les while maintaining the bene ts

of decentralization. Such storage offers higher data availability and resilience thanks to
data replication. A DFS is crucial for DLTs, as it can be leveraged to store data outside
the DLT, i.e., off-chain, when the consensus mechanism discourages on-chain storage.

41.2.1 IPFS

The InterPlanetary File System (IPFS) (Benet, 2014) is a DFS and a protocol that provides
a distributed le system over a P2P network. The purpose of IPFS is to provide a
resilient and single-point-of-failure-resistant storage system for sharing data, which
does not depend on mutual trust between network peers. In the network, les are
represented by IPFS objects and are identi ed by a CID (content identi er), i.e., the
digest produced when a hash function is applied to a le. This hash digest, or CID, is
also used to retrieve the referenced IPFS object.

A critical remark is that peers in the IPFS network have no incentive to maintain
objects when asked to replicate them. A peer maintains a replica of an object until it
needs to free up space in its local storage (a process called “unpinning”).

4.1.2.2 Incentivized File Storage and Sia

In order to maintain excellent reliability and ensure that the le can be correctly re-
trieved, an incentive mechanism can be placed on top of a DFS. Filecoin (Benet and
Greco, 2018) is an incentive layer on top of IPFS where participants are rewarded (with
Filecoin tokens) for serving and hosting content on their storage. The protocol matches

66



client requests with storage node offers through a blockchain and dedicated smart
contracts. Besides Filecoin, other solutions exist that provide incentives to store data
persistently. Such an example is Sia (Vorick and Champine, 2014). It consists of a DFS
that also leverages smart contracts, i.e., le contracts, to arrange an agreement between
storage providers and clients.

While IPFS has already been considered and evaluated in several studies (Hawig
et al., 2019; Naz et al., 2019), Sia does not match this level of maturity despite looking
very promising.

4.1.3 Related Work

DLTs are mainly known for their use in nance and support of cryptocurrencies.
However, in recent years many efforts have been made in other areas. Features of
integrity, validity, and authenticity make DLTs attractive for many use cases. In related
work, many DLT-based frameworks run decentralized and provide an autonomous
and traceable way to manage data.

Ramachandran et al. (2018) provide a decentralized system for data-driven smart
city services, in which data are exchanged in a decentralized data marketplace. Their
solution involve the combined use of DLTs and a DFS to store, validate and share
data in a decentralized way. Droplet (Shafagh et al., 2018) takes advantage of a DLT
to provide data holders the ability to share their data through secure encryption key
derivation and management mechanisms, with a focus on Internet-of-Things (IoT),
generated data. In this study, the DLT is used to hold the keys used for data encryption,
and their distribution is the responsibility of the data holder. This system (and the key
derivation mechanism in particular) is pluggable to alternative solutions like the one
we present in this work. Related to this kind of solution is the work of Jiang et al. (Jiang
et al., 2019), where the encryption operations are outsourced. Both works share the use
of stealth addresses (Courtois and Mercer, 2017) to provide privacy in authorizations
while maintaining traceability. In Blockstack (Ali et al., 2017), users' transactional
metadata is stored in a DLT, while the data itself is stored off-chain through a cloud
service provider (e.g., Google Drive, etc.). Although this technology shares similarities
with our data storage proposal, it is not mainly targeted at authorizing access to third
parties. (Lopez and Farooq, 2020) present a framework for Smart Mobility Data Market
in which participants share their data and can transact these information with another
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participant, as long as both parties reach an agreement. They use a DLT managed by
a consortium of trusted nodes, such as Companies, Universities and Governments,
that allows the execution of smart contracts to self-enforce fair trades between par-
ticipants and automatically solve disputes. Their research comprise the protection
of individuals' personal information, while maintaining data transparency and users'
ruled access control. They also provide the use of PETs completely targeted to LBS,
such as geomasking and geo-indistinguishability. (Aiello et al., 2020) have designed
IPPO, an architecture that allows users to generate and share anonymized datasets on
a distributed marketplace to service providers, while monitoring the behavior of web
services to discourage the most intrusive forms of tracking.

In the broader scope of DLT-based data sharing, we may nd a subset of personal
data management solutions that: (i) require an additional effort to comply with regula-
tions such as GDPR,; (i) include architectural components designed following the logic
of “Privacy by Design” (Cavoukian, 2009). Again, the primary purpose of a DLT-based
system is to provide transparency in accessing personal data but simultaneously enable
users to control their data (Aiello et al., 2020; European Commission, 2020). Neverthe-
less, few studies address GDPR compliance, and even these studies do not compare
regulators' opinions regarding speci ¢ DLT architectural parts. Zyskind et al. (Zyskind
et al., 2015) provide a system in which DLTs are leveraged to hold discretionary access
control policies and track user permissions to give or deny access to data. Yan et al.
(Yan et al., 2017) present a PDS that allows users to collect, store and give third parties
access to their data. Their solution is innovative but expensive and not recommended
for GDPR because the system stores personal data on-chain when it is possible to do it
off-chain.

Fewer studies provide a system architecture that faces the con icting characteristics
of DLTs. Both (Onik et al., 2019) and (Ahmed et al., 2020) works provide signi cant
contributions. The former propose a model that traces the life cycle of personal data
through the data controllers and processors. Personal data are stored off-chain in
order to respect the right to be forgotten of GDPR and the data controller informs data
subjects about the sharing of data with data processors. A smart contract contains
the terms and consent of the data subject for the use of personal data, which must
be accepted by the processors. The second focuses on OSNs and their lack of GDPR
compliant consent management mechanisms. They present some opportunities for
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using DLT to address this issue and to provide ne-grained control over personal data,

while also discussing the challenges of DLT-based OSNs under GDPR.

4.2 Personal Data Space Architecture

This section discusses the architecture of the PDS solution we designed and developed.
The general idea is straightforward: a data subject is the user of a personal device that
generates different kinds of personal data; a data holder (which can be the data subject
itself) stores and maintains such data in a PDS and a cryptographically immutable
reference is stored in a DLT. In the following, we will illustrate the choices behind using

such components and their interactions.

4.2.1 Architectural drivers

Several major considerations in uenced the architecture of the system we present in

this Chapter. We describe them in the following.

4.2.1.1 GDPR Compliance

We examined compliance issues in terms of GDPR in order to effectively provide a
tool for individuals to exercise their rights, adhering to the most compatible solution
possible. Although dif cult (see Section 2.4 in Chapter 2), DLT-based solutions can be
designed to be GDPR-compliant, provided they are developed with appropriate design
features to protect privacy. The state of the art includes studies by regulators such as
CNIL, AEPD, STOA (Agencia Espafiola De Proteccion De Datos, 2019; CNIL, 2018a;
Lyons et al., 2018), and companies, organizations and scholars (Erbguth, 2019b; Finck,
2019; Finck and Pallas, 2020; Giannopoulou, 2020; Kondova and Erbguth, 2020; Molina
et al., 2020; Rieger et al., 2019a,a,b; Sovrin Foundation, 2020; Zemler and Westner, 2019).
The best practices for a DLT-based design compatible with GDPR include the
principles described in Sub-Section 2.4.1 in Chapter 2. In the continuation of this
Chapter (and in Chapter 6), we will refer to such practices as these are the pillars of the

system we built.
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4.2.1.2 Relation between Data Protection and Cryptography

In this work, the implementation of the guarantees related to applying the principles
established by the GPDR is based both on the application of speci c recommended
cryptographic techniques and, most importantly, on the organizational and architec-
tural measures taken following the Privacy by Design approach. Regarding Article
32, controllers and processors must comply with the implementation of “appropriate
technical and organizational measures, to ensure a level of security appropriate to the
risk”. Pseudonymisation is an accepted data protection measure in the adoption of the
GDPR (Article 4(5)) and many times referenced as a safeguard (ENISA, 2021), while
anonymization techniques can generally provide a strong privacy guarantee (Article
29 Working Party, 2014a). In general, however, providing only pseudonymization
and encryption technical solutions that are formally veri ed secure is not a suf cient
and necessary condition to state that data processing security is appropriate to the
risk. One has to tackle the data protection problem from a higher point of view, “go-
ing beyond the “traditional' understanding of security” (ENISA, 2017). In our work,
we focus on data protection by design and by default by following the guidelines of
different cybersecurity agencies and supervisory authorities, which also indicate appro-
priate pseudonymization and encryption solutions (Agencia Espafiola De Proteccion
De Datos, 2019; Article 29 Working Party, 2014a; ENISA, 2021; Lyons et al., 2018).

In particular, the use of a mixed symmetric-asymmetric cryptosystem, advanced
cryptographic hash functions, and DLT validation (all of them explained in detail in
the following Sections and also later in Chapter 6) has been covered in these recom-

mendations as a form of pseudonymization and/or anonymization.

4.2.2 Actors and architectural components

Our rst aim is to identify the actors involved in the architecture of the PDS. Then we

will give an overview of the architectural components.

4.2.2.1 Actors

We de ne different actors that have one or more roles in the system. The focus is

obviously on the de nition of accountability obligations among the system actors and
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participants since it represents a crucial point for the GDPR. In detail, we identify the
following actors:

« Data subject (DS) - The natural person that uses a personal device that in turn
generates personal data.

« Data holder (DH) - The legal or natural person who has the right or obligation
or the ability to make available speci ¢ data (both personal and non). Under the
GDPR terminology, a data holder can be either a subjectacting as his/her own
data controller (i.e., following the Self-Sovereign Identity paradigm (CNIL, 2018a;
Giannopoulou, 2020)), or a third-party data controller. In the second case, it can
be the entity that produced a product or offers a service that created personal
data on the subject's behalf.

« Data intermediary (DI) - The legal or natural person who mediates between those
hoders who wish to make their data available and data recipients. We have two
specializations of data intermediary:

— DFS provider (SP) - The one that provides the access to the PDS. This actor
provides functionalities attributed of storing and serving (encrypted) per-
sonal data. Concerning the GDPR, the DFS provider acts as a data controller;
however, there are some exceptions, which will be addressed later in this
Section.

— DLT provider (LP) - The one that provides the access to the DLT. As we will
see later (audit node in Chapter 6), some kind of DLT providers may be
completely unaware of the exchange of personal data and perform the DLT
consent mechanism only by handling non-personal data. In terms of GDPR,
the DLT provider acts as a data controller and/or processor. This matter will
be later discussed in this Section.

In both cases, depending on the type of implemented PDS (permissioned or not),
the data controller could have agreed on contractual terms that de ne precisely
the roles and duties and the privacy policy towards end users.

» Datarecipient (DR) - The legal or natural person to whom the data holder makes
data available. Again, following the GDPR terminology, since the latter is a data
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Data subjects interact with their personal device application providing data and keeping secure encryption keys in a
wallet. The DFS is used to store encrypted data that recipients can later access. The latter can validate the data
against the information found in a DLT.

Figure 4.1: Diagram showing a layered vision of the whole PDS architecture.

controller, the recipient is a data processor by de nition. It is often referred to as

“Data User” or “Data Consumer”, e.g., in (European Parliament, 2022).

4.2.2.2 Components

Figure 4.1 shows the components of our architecture graphically. These are:

« Personal device application - A dedicated client application allows data subjects
to decide how/where to store the data and, if the subjects also acts as a data

holder, to handle data encryption and secret key generation.

» (Decentralized) le storage - It consists of the rst and last component with
which the users interact since it embodies the storage of the PDS. It contains the
data to encrypt or decrypt and can be implemented in different ways, e.g., as

centralized cloud-based storage or as a DFS.
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 Distributed Ledger Technology - DLTs allow avoiding all the typical drawbacks
of server-based approaches, such as censorship and single-point-of-failure, and
offer features such as data immutability, veri ability, and, most importantly,
traceability. These can be used to obtain immutable references to personal data
and provide a tamper-proof log, which can be consulted in case of a dispute.

4.3 Components Design

In this Section, a description of the components of the architecture will be provided.
Indeed, each component will be examined vertically, with respect to the technology
stack, as well as in terms of GDPR compliance. The following will provide a nota-
tion representing the informational elements used in the implemented systems. This
notation will also be needed to build a model in Chapter 6.

4.3.1 Personal device application

A subject acting as data holder interact with the PDS through a client application. Such
a system component contains the software to communicate with the DFS and DLT. Most
importantly, it implements cryptographic operations that are used to protect personal
data right at the user's device level. If subject and holder are two separate entities,
then the holder's device would implement the same cryptosystem described below,
while the personal device application would allow the subject to set access policies
(see Chapter 6). The data recipient's device implements too the same cryptosystem
described in the following.

A speci cation is needed, at this point, for what regards personal data created.
Personal data can be created:

« directly by the subject on its personal device;

 indirectly (i.e., on behalf of the subject) by a data holder through a proprietary
product or a service.

In the rst case, the subject would act directly as a data holder and decide in the
rst place for the storing of personal data. In the second case, the subject would
indicate some policies (as described in Chapters 6 and 7) to the actual data holder, e.g.,
employing GDPR's consent. In both cases, we can have two types of data:
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Figure 4.2: Data and key encapsulation mechanisms.

« a‘“static” datum - describe a subject's static property (because it never or rarely
changes), e.g., the subject's date of birth.

« “dynamic” data - describe time series data or a subject's property that changes
in time, e.g., the location of a subject. In this case, each element of the sequence
represents a particular value associated with that property at a given time (thus,
the data structure logs all the value versions).

4.3.1.1 Cryptosystem and Wallet

The personal device application, thus, implements part of the cryptosystem that rep-
resents a critical part of the whole PDS, crossing vertically all the other components
described in our architecture. We assume that each actor has its unique pair of asym-
metric keys, i.e., public key pkxem and private key skqgm. And an example of notation
is as follows: (pkpn, skpn) is the keypair of a data holder DH; sksp is the private
key of the i-th DFS provider SR. In the development of DLT-based applications, the
term “wallet” is generally used to represent that piece of software that maintains the
cryptographic keys needed to interact with the system. In this work, we will use the
same term to indicate that part of the device application that creates and stores keys
and executes the cryptographical operations.
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The core of our cryptosystem consists of using a hybrid encryption scheme (Her-
ranz et al., 2006). It consists of a scheme where an asymmetric public keypkkewm is
used to encrypt a symmetric secret key kpeyp through a key encapsulation mechanism
(KEM), and then kpgp is used to encrypt the actual data through a data encapsulation
mechanism (DEM). This procedure is graphically described in Figure 4.2 and through-
out this Sub-Section. The KEM/DEM technique combines the ef ciency of symmetric
cryptography with the bene ts of asymmetric cryptography (Herranz et al., 2006).

Personal data are encrypted using a symmetric content key kpgy . Then, the key is
placed in a “capsule” through a KEM, i.e., the content key is encrypted with a public
key in a keypair ( pkcem, Sk<em). This capsule is, then, the representation of the hybrid
encryption scheme and consists of ¢, = ENCyie,, (Kpem)-

The content key kpgy associated with a static datum is randomly generated. As
concerns dynamic data, content keys associated with elements of the sequence are
organized as a hash tree, in order to facilitate their management and retrieval. In this
case, theroot of the tree is a secret seed, while child nodes are constructed top-down
through the use of multiple hash functions. For instance (see Figure 4.2), a binary
hash tree can be constructed starting from a rootand then recursively creating a left
and a right child using, respectively, a left hash function and a right hash function
(Shafagh et al., 2018). Finally, leaf nodes are used to derive the content keykpgy and
are assigned to each sequence element in an ordered manner, e.g.,time ordered for
time series data. In this case, in order to share a sequence interval, the internal tree
nodes are encapsulated €node = ENCyi,,, (N0dg) instead of the content key kpem of
each sequence element. This facilitates data recipients to generate the corresponding
set of content keys from a single source, i.e., the internal nodeof the tree.

As an example, we take two cases, one for static data and one for dynamic ones:

» A static datum can be for instance the name of the model of the smartphone a
user (i.e., the data subject) is using to interact with an online service; in this case,
the data= “iPhone 13" is encrypted using a random content key kpgp Stored in
the wallet, i.e., encrypted_data Eng,,,, (datd).

» A dynamic dataset can be, for instance, a location trace of the smartphone user.
In this case, the dataset is composed of an ordered (by time) set of data points
such asdatg = (Fri, 16 Sep 2022 09:15:3batitude: 63.1702Longitude: 29.9086 A
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root can be created from a random key root = kpgy for creating a binary hash
tree associated with a trace of a road trip by car. If data points are generated
each minute and datg represents the position at the i-th minute, whenever a data
recipient is interested in obtaining data for 4 consecutive minutes, only an internal
nodeof the tree is needed instead of the 4 content keys of each datum kiyg,,. This
noden,, with (I < i < m), is the one from which the 4 content keys are generated,

e.g., kygy = hasher(hashgn(node)).

4.3.2 (Decentralized) File Storage component

DLTs got momentum, mainly for their ability to write data that remain permanent, i.e.,
immutability. In most proposals, DLTs are speci cally designed to make it dif cult to
change or delete data, i.e., immutability, and this is leveraged as one of its strengths. In
many cases, however, in combination with DLT, off-chain storage is used to store les,
keeping only some pointers to those les in the ledger, i.e., hash pointers (see principles
1 and 2 in Sub-Section 2.4.1 in Chapter 2).

In our design, personal data is kept in a PDS associated with a data subject. This
PDS consists of the set of encrypted personal data referring to the subject that is stored
in a DFS. The use of a P2P network and data replication mechanisms inherent in a DFS,
make it so that the storage of personal data is decoupled from both the DLT and the
personal device to provide wider data availability. This allows having different DLTs
and/or services to refer to the same data storage system and facilitates the creation of a
PSD in the perspective of data portability (Article 20, GDPR). In the continuation of this
Section, we are going to always use the reference to a DFS to build up a PDS, however,
also a more centralized version of a PDS can be set up. Indeed, a PDS can consist of
either any commercial cloud le storage service (e.g.,Azure, Google Drive, etc.) or a
decentralized one, as no operational logic is required at this level other than storing
and obtaining encrypted data. A data holder can use a centralized (proprietary) storage
solution, instead of a DFS, for maintaining a PDS. This is completely compatible with
our PDS design, as long as the data content stored in the centralized storage can be
uniquely referenced and data can be accessed by recipients.

Uniquely referenced means that the resource containing the piece of personal data,
e.g., Sectione contained in the (de)centralized le storage, should be identi ed by
making use of a speci ¢ protocol to keep the content unmodi ed for veri ability.
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Speci cally, instead of referring to a resource “normally”, i.e., “resource-name-1"we
make use of the resource content hash digest, e.g., by using the IPFS content id or CID
“QmdmQXB2m...KxDu7Rgm”(Sub-Section 4.1.2). This is in line with the fact that if the
content was a speci ¢ one at the time of storing the piece of data in the PDS, an audit
must verify that, subsequently, the le may have been altered.

4.3.3 Distributed Ledger Technology component

To guarantee data integrity and veri ability, encrypted personal data could be stored
directly on-chain, on a DLT. However, a PDS making use of a DLT needs to be designed
to prohibit or prevent storing personal data on-chain (see principle 1 in Sub-Section 2.4.1
in Chapter 2).

As we will see in Chapter 6, the architecture that includes all the systems presented
in this work revolves around a private permissioned DLT in a multi-layered design (as
proposed by the EU Blockchain Observatory and Forum in (Lyons et al., 2018), Principle
3). Since we have not still introduced the necessity for an access control system and
we are describing the PDS as a standalone component, in this Section we are going to
focus on the most generic implementation of it, in which the DLT can be not "tightly
controlled”. Indeed the use of the ledger up to now, with regards to the PDS, is limited
to the logging of hash pointers. We follow the approach to reference data and their
content on-chain, e.g.,through a hash pointer, and to store them off-chain in a DFS.
Once a personal datum is hashed the resulting digest can be used as a pointer, i.e., a
hash pointer. Thus, the reference, in the form of a hash pointer stored on-chain, allows
for retrieval of data and to verify their integrity.

4.3.4 Design for the GDPR Compliance

This Sub-Section describes the architectural and implementation choices that have
driven our design. We refer to Table 4.1 that summarizes the uses of data in the
architecture.

4.3.4.1 Encrypted personal data

Table 4.1 presents an asterisk () in the pseudonymous type for encrypted data (and
for hash digests that are derived from them) because of their risks to re-identi cation.
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Table 4.1: Data classi cation and use in the architecture

Data Type Source Storage Location

Static and Personal Subject Personal Device Private:

Dynamic or Data Holder Device * Subject Personal Device
Personal » Data Holder Private Storage
Data

Encrypted  Pseudony- Encrypting personal data  Private/Public:
Data mous  Decentralized File Storage
» Data Holder Private Storage

On-chain Pseudony- Hashing Encrypted Data  Private/Public:

Hash Point- mous using Single-Use Salt *DLT

ers

Address Pseudony- Created from the Subject Private/Public:
mous Personal Device Wallet < DLT

Even if a conscious use of PET (see principle 2 in Sub-Section 2.4.1 in Chapter 2) can,
currently, render encrypted data basically impossible to de-anonymize, it is not clear

at all whether the still uncertain prospect of quantum computing should be taken
into account (Finck, 2019; Lyons et al., 2018; Sovrin Foundation, 2020). Thus, even if
the data stored in the DFS are all and only encrypted, the DFS provider should be
accountable as the data controller because such data can be considered pseudonymous.
However, in practice, appropriate techniques can be used so that these providers handle
meaningless data without additional information (e.g., a decryption key). In such a
case, DFS providers have no obligations (Agencia Espafiola De Proteccion De Datos,
2019). The same discussion holds for DLT providers and hash digests.

4.3.4.2 On-chain hash pointers

As stated earlier, (encrypted) personal data is referenced on-chain but stored off-chain
in a DFS. From the point of view of the GDPR, the result of a hash function applied
to personal data (without conscious security measures) is considered by the Art. 29
Working Party (now European Data Protection Board) as pseudonymized data because
of the likelihood of deriving the input value (Article 29 Working Party, 2014a), thus
still in the scope of the GDPR (Recital 26). Following principle 2 in Sub-Section 2.4.1 in
Chapter 2, a GDPR-compliant solution consists of the use of Key Reuse Encryption and
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Single-Use Salt (Agencia Espafiola De Proteccion De Datos, 2019), minimizing the risks
of de-anonymization (ENISA, 2021).

4.3.4.3 DFS personal data erasure

Finally, we have to deal with the right to be forgotten and, above all, with the principle

of data minimization (CNIL, 2018a; Politou et al., 2019). If encrypted data are considered
pseudonymous, then their deletion from a DFS is a right to guarantee to the data subject
(see Section 2.4 in Chapter 2). Itis a simple task for a data intermediator in a centralized,
cloud-like architecture. Dealing with DFS is more complicated yet. For instance, in IPFS,
there is no way to force and verify that data has been removed from the entire network.
However, the GDPR itself provides us with a helping hand for compliance here 2. Thus,
we follow the approach presented in (Politou et al., 2020) for the anonymous delegated
deletion protocol, in which the deletion is not entirely granted, but reasonable steps to
inform IPFS nodes, i.e., DFS providers, for data deletion can be taken.

4.3.4.4 DLT personal data erasure and addresses

In the case of DLTs, we consider on-chain hash pointers (i.e., salted hash digests)
and addresses as pseudonymous data, and they need to be deleted (see principle 3
in Sub-Section 2.4.1 in Chapter 2). When the operating environment is more easily
controlled and regulated as in permissioned DLTs (as our proposal in Chapter 6, our
solution includes the use of pruning (Finck, 2019; Politou et al., 2019). In permissionless
DLTs, we can only refer to the conscious use of PET for protecting hash pointers, thus
using Key Reuse Encryption and considering the key's deletion as the pseudonymous
datum's deletion. In the case of the addresses, the discussion is different. In line with
principle 4 in Sub-Section 2.4.1 in Chapter 2, several approaches may be leveraged
to prevent the owner of a public key (address) from being identi able as a natural
person (Christensen, 2018). We refer to the Dual-Key Stealth Address Protocol (Courtois
and Mercer, 2017) in our KEM for limiting (when possible) the identi cation of data
recipients or subjects on DLT. Each recipient is represented by two public keys, a “scan’
Pkscanand a “spend’ pkspeng and both corresponding private keys, Skscanand skspeng are
needed to generate a new address derived from pkaew and referable in public, i.e., on

2Article 17(2) of the GDPR: “the controller, [...] shall take reasonable steps, including technical measures, to
inform controllers which are processing the personal data that the data subject has requested the erasure”
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the DLT. However, by sharing only the skscanand the pkspend the recipient can prove
the ownership of the address derived from pkaew-

4.3.4.5 Data intermediators accountability

In permissionless P2P networks such as the ones that can form DLTs and a DFS, itis
dif cult to individuate liability obligations for the participants in the system, mainly
because participants can be unknown or in another legislation. Thus, following several
suggestions, in our nal design (that will be described entirely in Chapter 6), we
decided to embrace the shared responsibility approach (CNIL, 2018a; Rieger et al.,
2019b).

4.4 Implementation and Evaluation

The main critical points of the devised architecture, which need to be studied to evaluate
its feasibility and scalability, concern the responsiveness and reliability of both DLT and
DFS systems. Our aim then, is to implement and test a PDS that integrate technologies
that are currently employed in the Web 3 “world”. Moreover, for our rst performance
evaluation we focused on two permissionless network with the aim to re ne our design

(as we will describe in Chapter 6, on the basis of the obtained results).

4.4.1 Implementation

The implementation of the components of our proposed PDS consists of the following:

» The personal device application has been developed as a module that was
used for simulating several instances of devices that interact with the PDS. We
performed a simulation on the basis of a scenario where personal data is uploaded
voluntarely by smartphone users, i.e., data subjects (henceforth referred to only as
users), to the PDS. Due to our requirements for scalability and responsiveness, we
focused on some typical crowdsourced application data, i.e., the location of a user
while using a public service. We employed a dataset containing Rio de Janeiro
(Brasil) buses' real mobility traces (Dias and Costa, 2018) to simulate user traces
on board of such buses. In our simulation, a personal device of a user on-board a
bus runs a software that periodically retrieves data from sensors, e.g.,temperature,
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air pollution, geolocation data. These data were used to generate real requests
transmitted to the DFS and DLT cmponents, with intervals provided by the real
mobility traces. We simulated one user per bus. We consider:

— Small sized data (100 Bytes), e.g., latitude and longitude;

— Large sized data ( 1 Megabyte), e.g., photos.
The implementation can be found in (Zichichi, 2019).

The DFS component has been developed in three different solutions: IPFS Pro-
prietary, IPFS Service and Sia Skynet (the difference between IPFS and SIA is
explained in Section 4.1.2):

— IPFS Proprietary : A dedicated IPFS node, speci cally in charge of storing
the data generated by our simulation, that is connected to the main IPFS
network. Thus, in this con guration, simulated users' personal devices were
the only ones sending requests for storing data to this node.

— IPFS Service: A generic IPFS service provider, i.e., Infura (Infura Inc, 2020).
This is a general purpose service that provides free access to the main IPFS
public network for getting and storing data. During the tests the utilized
IPFS node was receiving other concurrent requests, coming from real users

all over the world.

— Sia Skynet: A special Sia public node offering free access to the Sia network,
but with limited storage space available. In particular, in this case, the Sia
node has already formed contracts with every available host, rewarding
their le replication.

The implementation can be found in (Zichichi, 2020).

The DLT component consists of the public IOTA DLT network. We exploited an
important feature offered by IOTA, i.e., the Masked Authenticated Messaging
(MAM). MAM is a second layer data communication protocol that adds function-
ality to emit and access an encrypted data stream over the Tangle, i.e., channels
formed by a linked list of transactions in chronological order. Once a channel is
created, only the channel owner can publish encrypted messages and the channel
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subscribers can read them (Brogan et al., 2018). Each user own one or more MAM
channels where the on-chain hash pointers are stored. We considered different
heuristics for the selection of a IOTA full node from a (dynamic) pool of public
nodes to pair to each user (60 active nodes). The rationale behind this choice
was based on the assumption that personal devices may not have computation
capabilities to behave as DLT full nodes (Elsts et al., 2018). One of the heuristics,
called Fixed Random, requires each user to be assigned to a random IOTA full
node from the pool for the whole duration of the test. Another heuristic was the
Adaptive RTT: each user keeps a trace of past interactions with full nodes and
creates a ranking based on the experienced Round Trip Time (RTT) (Jacobson,
1988); then for each message to be uploaded on IOTA a full node is chosen based

on ranking.

4.4.2 Evaluation

Due to the fact that our interest is in the performance concerning data uploading from
the user's point of view and that users' devices generally interact to only one peer node
in both DLT and DFS networks, we focused on the request response latency in both

cases for evaluating the feasibility and scalability of our proposal.

4.4.2.1 DFS Component

For testing out our implemented DFS component we simulated users' devices on a
dedicated device, i.e., a Google Cloud VM nl-standard-1 with 1 Intel Skylake vCPU
and 3.75 GB RAM. To evaluate the response time of the DFS provider, we conducted
our performance evaluation of the three different types of DFS nodes with the objective

of carrying out a stress test. The interval between one request and the next is varied
by following the mobility trace dataset and varying the number of users (from 10 to
100). Each simulated user sends exactly 15 messages in 15 minutes and consecutive
runs of the simulation are separated by an interval of 10 or 20 minutes. Tests were
conducted in order of mesage dimension, i.e., small messages rst, then larger ones, for

DFS requests.
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Average latency between the sending of a message to DFS providers node and the response on top.
Percentage of response errors at the bottom.

Figure 4.3: Plot showing test results comparing the DFS provider implementations.

Results Figure 4.3 and Table 4.2 report the average latency between sending a message
to the considered DFS node and its response, together with the con dence interval and
the relative percentage of errors (i.e., HTTP status code 500 or 504). In the case of errors,
the messages are not considered in the average. In Figure 4.3 results are represented
as a dotted line for small messages (100 B) and solid lines for larger messages (1 MB).
The plot in the middle of the Figure reports latency relative to the number of users
sending requests in order to let us assess the deviation from the usual response latency.
Table 4.2, on the other hand, give us a glimpse of the numbers associated to the results.
Overall, IPFS performs better than Sia in terms of latency and errors. In particular,

IPFS Proprietary presents an average latency per user of about40 ms in the case of
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Table 4.2: Latencies and errors when sending messages to IPFS nodes.

| Users | IPFS Node | Data Size | Avg Latency | Conf. Int. (95%) | Errors |

Proprietary Small 0.19 sec [0.18, 0.2] sec 0.0%
Large 1.22 sec [1.17, 1.28] sec 0.0%
10 Service Small 9.49 sec [9.09, 9.9] sec 0.0%
Large 6.16 sec [5.75, 6.57] sec 0.0%
SIA Small 8.39 sec [7.74,9.05] sec 0.0%
Large 8.8 sec [8.33, 9.26] sec 0.0%
Proprietary Small 0.59 sec [0.57, 0.62] sec 0.0%
Large 3.42 sec [3.31, 3.54] sec 0.0%
40 Service Small 7.5 sec [7.18, 7.83] sec 0.0%
Large 11.3 sec [11.01, 11.58] sec 0.0%
SIA Small 10.7 sec [10.35, 11.04] sec| 14.93%
Large 10.89sec | [10.56,11.21]seq 17.17%
Proprietary Small 2.65 sec [2.56, 2.74] sec 0.0%
Large 7.48 sec [7.3, 7.66] sec 0.0%
70 Service Small 6.22 sec [6.09, 6.34] sec 0.0%
Large 8.58 sec [8.42, 8.74] sec 0.0%
SIA Small 12.69sec | [12.42,12.97]sec| 38.4%
Large 11.04 sec | [10.82,11.25]seq 28.32%
Proprietary Small 1.53 sec [1.48, 1.58] sec 0.0%
Large 20.27 sec | [19.71, 20.83] seq 83.33%
100 Service Small 6.81 sec [6.69, 6.92] sec 0.0%
Large 1291 sec | [12.68,13.14]sec 0.21%
SIA Small 14.85sec | [14.33,15.38] sec| 75.4%
Large 13.12 sec [12.93, 13.3] sec| 47.53%

small messages, while, conversely, both IPFS and Sia services averaged a latency of
approximately one second. With regard to the error percentage, however, we note a
high rate with Sia and a low level in IPFS con gurations.

Focusing on IPFS Service and Sia, we can see that the behaviour between handling
small and large les does not vary much. We can associate this fact with the large
amount of computational resources that the two services have, as opposed to the
Proprietary node which suffers greatly from the increase in le size. More in detail,
the IPFS Service always has better or similar latencies to those of the Sia Service, and
furthermore the error rate is very low. The Sia service, on the other hand, needs to
reject more and more requests, i.e., generate errors, to maintain a stable latency as the

number of requests increases. In fact, the number of errors seems to increase linearly
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with the number of users sending requests.

An interesting result is that, according to the use of IPFS Service and Sia, the
latency experienced for each user decreases when the number of users increases. This
is probably due to the fact that the data uploads are handled periodically by these
providers. Hence, the more the requests in the buffer the more the data they process
per interval. However, in Sia the amount of errors increases with the number of active
users, meaning that the provider is not completely able to properly process all these
requests.

Conversely, the IPFS Proprietary shows a linear performance per user, since accord-
ing to our IPFS node implementation, data are processed as soon as they are received.
For large messages, this is true only up to a certain threshold of users, after which we
experienced a sudden error increase, with a corresponding latency increase. This is
due to the fact that after a certain limit, the node is not able to properly handle all the
requests, thus causing a cascading effect on the overall performance. In general, IPFS
Proprietary always works better except for over 80 users in the case of large les. This
means that a dedicated node is always preferable, but must be limited to a rate of 60-70
users requests per minute.

The results of this evaluation suggest that, in presence of a properly tuned DFS
nodes, devoted to handle the communications with a controlled set of users, a PDS can
be adequately supported in a scenario such as the one taken into consideration.

Table 4.3: Results on IOTA, with 60, 120, 240 users.

| Users | Heuristic [ Avg Latency | Conf. Int. (95%) | Errors |

60 Fixed Random 72.68 sec [70.43, 74.94] sec| 15.37%
Adaptive RTT 22.99sec | [22.69, 23.29]sec, 0.81%

120 Fixed Random 87.75 sec [85.38, 90.12] sec| 29.49%
Adaptive RTT 27.35 sec [27.11, 27.58] sec| 1.1%

240 Fixed Random 177.62 sec | [174.25, 181.0] seq 42.81%
Adaptive RTT 73.26 sec [72.68, 73.85] sec| 7.55%

4.4.2.2 DLT Component

For testing out our DLT component, we mainly focused on the IOTA node selection
and the service scalability, and we simulated users' devices on a dedicated device, i.e.,
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60 bus tests: average latencies, standard deviation and errors for the three different schemes (lower is better).

Figure 4.4: Histogram showing test results comparing two heuristics for issuing data to
the IOTADLT

an Intel Core i7-6700HQ CPU, NVIDIA GTX 950 GPU, and 8 GB RAM. We varied the
number of user devices in the range 60, 120, 240, and for each test con guration, we
replicated the experiment 12 times. For each user, we used one hour of trace data. Each
user's device was set to generate approximately 45 messages/hour based on the bus
paths. The result was an hour-long test, where each user generated a message to be
issued to its own MAM channel every 80 sec on average (we argue it is a reasonable
time interval to sense data in an urban public service scenario). Each message to be
published in the MAM channel requires three Tangle transactions to be issued, i.e., one
containing the data and two other messages for the signature. For each MAM message,
we recorded the upload request outcome, i.e., successful or unsuccessful, as well as the
latency between message transmission to a node and con rmation of its insertion in
the Tangle. This time interval is characterized mainly by two operations needed for
storing the transaction in the IOTA ledger: (i) the tips selection and (ii) PoW.

Results Table 4.3 shows a summary of the results obtained for different repetitions of
a speci c test, while Figure 4.4 shows average latency, standard deviation, and errors

for a single test involving 60 users. Two main measures experienced during a series of
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tests are reported: (i) the average latency, including both the tips selection and PoW
phases, and (ii) the percentage of errors, i.e., the number of messages that failed to
be added to the Tangle, due to full nodes' errors (i.e., HTTP status code 500 or 504).
Results show that, on one side, the measured latencies are relevant, and the PoW phase
is the one that weighs the most, as shown in Figure 4.4. Indeed, the random selection
of a full node for issuing a transaction does not yield good results since the number
of errors and the measured latencies are relatively high. On the other hand, the good
news is that the performance will improve if we carefully select the full node to issue a
transaction. In fact, the use of the “Adaptive RTT” heuristic has a low amount of errors,
on average around 0.8% and average latency amounts to 23 seconds. However, this
is still far from a real-time update of the DLT, and the level of acceptability of latency
values truly depends on the application scenario. In terms of scalability, results in
Table 4.3 show that average latencies increase signi cantly with the number of users
in all cases. There is an essential difference between the60 and 240 users scenario.
For 240users, we have a message generation rate of about 3 msg/sec to be issued
to the IOTA DLT. Assuming that the workload is evenly distributed among all the
nodes in the pool, each node receives, on average, a new message request every 20
sec. Bearing in mind that, at best, it takes 23 sec for a full node to process a message
completely, then we see that an initial overhead of a few seconds leads to a considerable
increase at the end of the test, i.e., 73sec in the “Adaptive RTT” heuristic. It means
that further improvements are needed to solve scalability issues in this scenario.

4.4.2.3 Discussion

Several novel challenges must be faced to fully exploit the potential and promote the
development of PDS based on DLTs and DFS. We argue that integrating DLTs and DFS
can help create a framework providing data integrity, con dentiality, and persistence.
An essential and critical outcome of this work is concerned with the implementation
and experimental assessment we performed, showing the related results of the current
technologies available. It is well known that decentralized and secure DLTSs still have
scalability issues (Bez et al., 2019). Thus, here we focused on testing DLTs and DFS
where data is uploaded.

Latencies measured to store data into the considered DFS, i.e., IPFS or SIA can be
considered acceptable for the urban public service scenario described. In this case, as
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a measure of scalability, the best performances were obtained when the number of

#requests

dedicated DFS providers followed the equation #nodes= —_ —,

where #requestss
the number of data upload requests generated by the users in our scenario.

On the other hand, for what concerns the employed DLT, i.e., IOTA, we conclude
that at the moment of the test execution, the results were not viable for real-time
scenarios but acceptable for less demanding services. Tests show a latency between
23and 27 seconds for0.75to 1.5 MAM messages insert requests per second, with, at
best, an experiencedtps, i.e., transactions per second, of0.13(considering 1 MAM
message roughly equal to 3 IOTA transactions). It means that, for latency on average
of 25 seconds, with a con guration similar to ours during tests, available IOTA
nodes in such a scenario should scale following #nodes %S, with k= 53. The
#requestgs the number of MAM messages insert requests generated by the users in
our scenario. Hypothetically, having a DLT protocol that allows tps= 1 would require
having available IOTA nodes in such a scenario that scale following the same formula
but with k= 2.

Clearly enough, an adequate infrastructure that supports general-purpose PDS must
be well set in all cases to build a scalable architecture that can handle a possibly high
data generation rate properly. In other words, we think the issue is more concerned with
the system deployment than the DLT/DFS protocol. For instance, an edge-computing
architecture can be merged with the framework and used to geographically place node
gateways, which receive data from users and insert them into DLT/DFS.

45 Conclusions

In this Chapter, we presented the architecture for a personal data space based on the
use of distributed ledger technologies (DLTs) and decentralized le storage. These two
kinds of technologies provide a resourceful environment for interactions between data
subjects, holders, and recipients. The rationale was to provide individuals with a tool
to effectively exercise (at least part of) their rights, as in the General Data Protection
Regulation (GDPR), and to enable data sharing as the newly proposed European Data
Governance Act intended. We analyzed the tensions between the GDPR and DLTs and,
in the light of Self-Sovereign Identity, we introduced three architectural components: (i)
a personal device application, (ii) a (D)FS, and (iii) a DLT. A PDS based on centralized
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or decentralized le storage enables data persistence and a place where data can be
shared after being protected through a hybrid encryption scheme that includes a key
encapsulation mechanism (KEM) and a data encapsulation mechanism (DEM). The DLT
brings the immutability and transparency features to the whole process. Furthermore,
we provide a prototype implementation developing the DLT component as an IOTA
public DLT and leveraging IPFS and Sia as DFS components. At rst, we discussed
their qualitative differences; then, we compared them experimentally in terms of
execution time, taking an urban public service scenario as a use case. Results from our
performance evaluation show that: (i) up to a certain overload, a proprietary service,
where a dedicated node is in charge of running an IPFS node, appears to provide
stronger assurances for responsiveness and reliability; (ii) as concerns the employed
DLT, i.e. IOTA, we conclude that at the moment, the obtained results are not viable for
real-time applications but acceptable for less demanding services.

4.5.1 DLT-agnostic considerations

Our implementation of the PDS is based on the use of IOTA as DLT and IPFS and Sia
as DFS. However, the architecture presented in this chapter can be considered agnostic
to the DLT (or DFS) chosen. In fact, any DLT that supports the issuing of transactions
that include arbitrary data ( i.e., the hash pointer) can be used. In our implementation
we refer to the IOTA DLT for its features, but it is possible to implement the same
architecture in Bitcoin or Ethereum, for example. The disadvantage for both would be

a loss of performance, as issuing a transaction for a block takes longer. The same is
true for DFS, and we have demonstrated this using two different con gurations. It is
possible to use a traditional FS, such as a Cloud storage service, as long as some API
can be used to upload and download the data. Then the unique and immutable URI,
such as the CID of IPFS, must be created on purpose if not already present.
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Chapter 5

Decentralized Indexing

The content of this chapter is based on the contributions published here:

* M. Zichichi, L. Serena, S. Ferretti, and G. D'Angelo, “Complex Queries Over Decen-
tralised Systems for Geodata RetrievdET Networks, pp. 1-16. Wiley, 2022.

« M. Zichichi, L. Serena, S. Ferretti, and G. D'Angelo, “Towards Decentralized Complex
Queries over Distributed Ledgers : a Data Marketplace Use-casBfbc. of the 30th
IEEE International Conference on Computer Communications and Networks
(ICCCN), pp. 1-6, IEEE, 2021.

The software produced during the development of this chapter is stored here:

» C. Giansante, and M. Zichichi (2021). Hypercube DHT Simulation. DOI: 10.528
1/zenodo.6548266

« F. La Piana, A. Leurini, D. Tropea, and M. Zichichi (2021). Hypercube DHT
implementation ans vehicular scenario. DOI: 10.5281/zenodo.5810396

This Chapter acts as a digression concerning the description of a system for the
protection and portability of personal data. However, it is fundamental to tackle a
critical issue of decentralized systems that, generally, is not fully considered.
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As we have seen in Chapter 4, bene ts often cited of the inclusion of DLTs and DFS
in a system include the enabling of high data availability, integrity, authenticity, and
auditability; all aspects needed to build novel applications for a “more” decentralized
Internet (Belotti et al., 2019). One of the concerns that are still open for these novel
technologies, is related to the data discovery and lookup operations. Data inserted
in DLTs and DFS are usually unstructured, and no ef cient mechanisms are available
to query certain kinds of information, such as data generated by sensors in a given
geographical area. Thus, data lookup can be prolonged and expensive, even if anyone
can run public DLTs and DFS nodes, such as IOTA and IPFS. Data are rarely stored in a
format that can be consumed directly, and they need to be Itered and indexed before
executing any complex query. Data are referenced through addresses or indexes that,
most of the time, are not related to the content of the data and thus are not helpful for
their categorization.

Consider again the example of personal data made in Sub-Section 4.3.1 of the
previous Chapter, i.e., data= (Fri, 16 Sep 2022 09:15:3batitude: 63.1702Longitude:
29.908§. This piece of data, once (encrypted and then) uploaded on a PDS based on
IPFS, can be retrieved using the following CID: QmelvfyukJJj)VA7gpXEXPKY49f3jghq7w
Ye42CXJImaSeilUsing the approach described in the previous Chapter, this CID, which
represents the hash of the (encrypted) piece of data, is stored in an IOTA transaction that,
in turn, will result in a message ID similar to this: 6¢c93b210f625c06987hb429a2a56dc
7a8l16a9lee7da24ca226e6a0acdf4f7806c Now, both IDs can be seen as what we
intend for website URLS, e.g., http://www.websiteXYZ.com , since all of them are
unigue strings of text used to retrieve content: a webpage in the case of the URL, a
transaction in the case of the IOTA message ID, and a piece of data in the case of
the IPFS CID. However, in the case of the URL, we often have a meaningful way of
indexing a content , i.e., if | can interpret websiteXYZas the name of the company or
product that is related to the content (webpage) associated to the URL. While on the
other hand, | cannot interpret in any way the IOTA message ID, and | can use the IPFS
CID only to verify the content integrity 3. Speci cally, data can only be accessed by
knowing their respective identi er or location and cannot be searched based on the

3The IPFS CID supports too InterPlanetary Linked Data formats, enabling decentralized data structures
to be universally addressable and linkable and thus enhancing the expressiveness of the CID itself (IPLD
Team, 2016). However, we reserve this discussion for Chapter 8.
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speci ¢ content. In other words, these systems lack a viable and decentralized data
management scheme that enables the ef cient execution of “complex” and meaningful
gueries.

Currently, the most spread but ill-posed solution is to resort to the use of centralized
“explorers” that re-arrange DLTs and DFS data to create databases dedicated only to
data indexing and queries (Blockchain.com, 2020). It nulli es all the bene ts of decen-
tralization seen in Chapter 2, as far as information retrieval is concerned. One example
is that DFS and, in general, other P2P-based technologies also have a prominent role
against censorship since shutting down a peer node will not prevent contents from
being available on the Internet due to the P2P mechanism of content replication. A rele-
vant example is the shutdown of Wikipedia that happened in 2017 in certain countries,
while the IPFS could still guarantee access through the mirroring of the website (Santos
et al., 2019). Thus, a decentralized indexing and query mechanism is also needed to
overcome the weaknesses of the single point of failure and arbitrary control.

In this Chapter, we propose a decentralized system for key-value metadata-based
lookup, which allows retrieving contents stored in DLTs and/or DFS. Of course, in
the context of a PDS, this decentralized mechanism is needed by data recipients to
lookup for speci ¢ kinds of personal data. Our approach relies on a Distributed Hash
Table (DHT) as a layer placed on top of the DLTs/DFS, which offers the possibility to
perform multiple keyword searches. The DHT has a P2P hypercube overlay structure
(Joung et al., 2007). Each domain of the hypercube structure corresponds to a keyword,
and speci ¢ DHT nodes are responsible for a particular portion of the keywords space.
Navigating inside the hypercube makes it possible to query the node that maintains
information about contents stored in the DLT/DFS with speci ¢ keywords as metadata.
The hypercube DHT maintains an association between a particular keyword set and,
possibly, the ID of a message in IOTA or a CID in IPFS. Our approach is independent
of the underlying DLT or DFS and can be easily extended to other decentralized
technologies.

In the following, the original contributions and novelties of this Chapter are de-

scribed:

« First, we describe the design of such a hypercube-based DHT architecture on top
of DLTs and/or DFS. In particular, the hypercube is a logical layout in which
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there are 2" nodes, each labeled with ar-bit string identi er ( rID) and connected
to the r nodes whoserID differs by only one bit (Joung et al., 2007). Each node
is responsible for a speci ¢ keyword set derived from their rID. Even if our
approach is agnostic for the underlying technology, we provide a particular
design of a tailor-made system for IOTA.

» Second, we report an experimental validation of the implementation of the pro-
posed hypercube DHT architecture. In particular, we provide results showing
how the size of the hypercube and the number of objects stored in the DHT
affect the search procedures. Results con rm that our system allows for multiple
keyword searches in a reasonable time, i.e., in the order of the logarithm of the
number of hypercube DHT nodes.

The remainder of this paper is structured as follows. Section 5.1 provides the
background and related works. In Section 5.2, we present the system architecture
for the decentralized indexing system based on the hypercube DHT. In Section 5.4,
the implementation of the system together with its validation and an experimental
evaluation is provided. In Section 5.5, we then provide the nal remarks.

5.1 Background and Related Work

In this Section, we introduce background notions needed for the rest of the paper, and
then we discuss the related works.

5.1.1 Distributed Hash Table (DHT)

A Distributed Hash Table (DHT) is a decentralized system for the distributed storage
of contents that provides the functionalities of a hash table, i.e., a data structure that
ef ciently maps “keys” into “values”. The rationale of this approach is to store the
information in the various nodes of the system, providing a routing mechanism to
ef ciently get which node owns a certain resource (Joung et al., 2007). Each local view
of the DHT nodes will look like a traditional hash table, mapping from a key (i.e., the
univocal representation of an item) to values (i.e., addresses of the peers owning such
a resource). In addition, each node stores a partial view of the entire network, with
which it communicates routing information. A routing procedure typically traverses
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several nodes, approaching the destination at each hop to reach nodes from one part of
the network to another.

The association of objects to DHT nodes is obtained through a one-way function
(e.g., hash function) that maps any item into a binary sequence of n bits. The idea is to
distribute the storage workload among the DHT nodes according to the objects' key,
i.e., the n bit string obtained after applying the function. Each DHT node is identi ed
through an n bit ID, which lies in the same ID space used to identify contents. Then,
based on its ID, each node is in charge of maintaining information on those contents in
a speci c ID space interval. The lookup of a content x thus becomes looking for the
node in the DHT that manages a subset of the ID space that contains x (D'Angelo and
Ferretti, 2017).

This type of infrastructure has been used as a key element to implement complex
and decentralized services, such as Content-Addressable Networks (CANs) (Rathasamy
et al., 2001), DFS (Benet, 2014), cooperative web caching, multicast, and domain name
services.

5.1.2 Related Works

The decentralized data search on DLT and DFS is a eld that scholars and developers
have recently addressed. The Graph is one of the rst protocols to provide a “Decen-
tralized Query Protocol” (The Graph, 2020). The Graph network consists of a system
built upon Ethereum and IPFS, allowing users to query data stored using these two
technologies. The Graph users can query several indexers nodes by paying for their
metered usage within a query market. The organization of the network is similar to
what is referred to as DAO. However, their method for storing indexes is different from
our proposal. Indeed, instead of using a DHT network to store data, the Graph P2P
network is based on a Service Addressable Network used to locate nodes capable of
providing a particular service, which can be any arbitrary computational work.
Speci cally for IPFS, a generic search engine has been developed to overcome the

le search limitation, namely “ipfs-search” (IPFS Community, 2021). This solution is
centralized and does not escape the problem of concentration, similar to the conven-
tional web. In response to this, a decentralized solution called Siva (Khudhur and
Fujita, 2019) has been proposed. An inverted index of keywords is built for the pub-
lished content on IPFS, and users can search through it. However, Siva is offered as an
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Figure 5.1: Diagram showing a layered view of the Decentralized Indexing architecture

enhancement of the IPFS public network DHT and does not feature any optimization
for a keyword storage structure apart from caching. In (Jiang et al., 2020), the authors
propose a layer-one keyword search scheme that implements oblivious keyword search
in DFS. Their protocol is based on keywords search with authorization for maintaining
privacy with retrieval requests stored as a transaction in a blockchain (i.e., layer-one).
Finally, a layer-two solution for keyword search in DFS has been proposed in (Zhu
et al., 2020), where a combination of a decentralized B+Tree and HashMaps is used to
index IPFS Objects (Benet, 2014).

5.2 Decentralized Indexing Architecture

In this Section, we will focus on the description of the architecture for the decentralized
indexing of DLT and DFS data. Such a decentralized system design allows for queries
based on multiple keyword searches. We refer to it as the hypercube DHT. This solution
can be leveraged in several cases and with different technologies, especially when
decentralization is required. It is essential to emphasize that the hypercube DHT
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solution is agnostic to any underlying system. The only requirement the underlying
system must have is to use a unique ID to refer to speci ¢ content. The hypercube
DHT represents “just” the means for binding speci ¢ keywords to a specic ID in a
decentralized fashion.

5.2.1 Decentralized Indexing in the Personal Data Space

Before going into the detail of the hypercube DHT speci cation, we also explain its
interoperability with other decentralized systems, such as DLTs and DFS, that are the
ones that build up the PDS (see Chapter 4).

Figure 5.1 shows a layered view of the decentralized indexing architecture on top

of our proposed PDS. It is based on the following components:

the Personal Device Application continues to be the data subject, holder and
recipient interface to the various components.

« the DFS component continues to be used to store data in an encrypted form and
can be seen as a layer-one technology because it does not depend on any other
technology;

» the DLT component continues to provide a ledger for the rst part of the data
indexing and validation in the form of hash pointers, but where these pointers
have no meaning; it too can be seen as a layer-one technology;

« the Hypercube DHT is a layer-two technology that depends on the previous
ones, i.e., a mapping of DLT and DFS IDs to keywords is the link between the
layer-one and layer-two; the hypercube DHT stores these keywords, and provides
a distributed mechanism for the search of data.

The link between the hypercube DHT layer-two and the DLT and DFS layer-one
can happen in three instances:

Only DFS: Taking IPFS as a DFS example, an IPFS Object, e.g., a le, is uniquely
identi ed through a CID; when a piece of (encrypted) personal data is uploaded
to IPFS, then the hypercube DHT stores the mapping between the resulting CID
and some meaningful keywords related to the piece of personal data.

97



Only DLT: Taking IOTA as a DLT example, a transaction or IOTA message is uniquely
identi ed through an ID; when some data is stored in the Tangle, then the hy-
percube DHT stores the mapping between the resulting message ID and some

meaningful keywords related to the data.

DLT + DFS: When a piece of (encrypted) personal data is uploaded to IPFS, and the
resulting CID is stored in the Tangle (as a hash pointer), then the hypercube
DHT stores the mapping between the resulting message ID and some meaningful

keywords related to the piece of personal data.

From now on, we will only refer to the dixID as a generic ID related to one of
the three above cases (such as the message ID and CID shown in this Chapter's intro-
duction). The dixID, when used in the speci ¢ DFS or DLT, will resolve to particular
content, e.g., an IPFS Object, an IOTA message, an IOTA message containing a hash
pointers (CID), etc. Thus, the hypercube DHT maps a dixID to a keyword set, where
the keyword refers to the content resolved by the dixID.

5.3 Hypercube DHT Component Design

In this Section, a description of the main component of the architecture will be provided.
The structure of the Hypercube DHT will be described, followed by the speci cation of

the query protocol.

5.3.1 Hypercube Structure

Considering D as the set of alldixID possible, the idea is to map eachdixID 2 D to a
keyword set Kgixip W, where W is the keywords space, i.e., the set of all keywords
considered. Thus, in general, a keyword set K W can be associated with content (i.e.,
the data related to it) or a query (i.e., we are looking for some content associated with
speci ¢ data). By using a uniform hash function h:W!f 0,1,...,r 1g, a keyword
setK can be represented by the result of such function, i.e., a string of bits u where
the 1s are set in the positions given by ongu) = fmod (h(k)) j k 2 Kg. In other words,
eachk 2 W has a xed position in the r-bit string given by h(k), and that position can
be associated with more than one k (i.e., hash collision). Then, every keyword set K is
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represented by ar-bit string where the positions are “activated”, i.e., are setto 1, by all
thek 2 K.

We use theser-bit strings, riD, to identify logical nodes in a DHT network, e.g., for
r = 4anoderlD can take values such as0100or 111Q Inspired by (Joung et al., 2007),
we refer to the geometry of the hypercube to organize the topological structure of such
a DHT network. H;(V, E) is ar-dimensional hypercube, with a set of vertices V and a
set of edgesE connecting them. Each 2" vertices represents a logical node, while edges
are formed when two vertices rID differ by only one bit, e.g., 1011land 1010share
an edge. In the DHT, the network node represented by a vertex rID = u is directly
connected, i.e., neighbor, to a node represented by a vertexrID = v that shares an edge
with u. The Hamming distance is be used to nd out how far apart the two vertices
u and v are within the hypercube, i.e., Hamming(u,v) = & {: c}(ui Vi), where isthe
XOR operation and u; is the bit at the i-th position of the u string, e.g., for u = 101land
v = 1010, we haveHamming(u,v) = 1.

5.3.2 Keyword-based Complex Queries

In the hypercube DHT, contents can be discovered through queries based on the
lookup of multiple keywords associated with the dixID. Such queries are processed by
exploiting the indexing scheme described in the previous Section. Assuming that we
have a keyword space W = f“Bologna”, “San Donato”, “Temperature”, “Celsius, we can
then elaborate anrID from a keyword set containing one or more of these keywords.
For instance, the keyword set Kgixip = f“Bologna, Temperatureg could represent the
content indexed in IPFS through the CID equal to dixID = QmelvfyukJJjVA7gpXEX
PkY49f3jghq7wYe42CXJImaSeilAssuming that r = 4, mod (h(“Bologna”)) = 0and
mod (h(“Temperature” )) = 2, then, the resulting rID will be equalto rID = 101Q Let
say that u 2 V is the node with rID = 101Q then u is responsible for Kgixp and it
maintains a list associating Kgixp to the actual CID dixID, but also to all the other
CIDs that are represented by the same keywords “Bologna” and “Temperature’, i.e.,
data representing temperatures measured in the city of Bologna. When a user decides
to perform a query to the hypercube DHT based on the keyword set containing the
two keywords, the system will reach node u, responsible for that keyword set, in a
mechanism described in the following two Sub-Sections.
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5.3.2.1 Multiple Keywords Search

The system that we propose provides two functions for performing queries based on
multiple keywords:

» Pin Search - this procedure aims at obtaining all and only the dixIDs associated
exactly with a keyword set K, i.e.,fdixID 2 D j Kgixip = Kg. Upon request,
the responsible node returns all the dixID s that it keeps in its table (i.e., internal
storage) and associated with K to the requester.

» Superset Search - this procedure is similar to the previous one, but in addition,
it also searches fordixI1D s that can be described by keyword sets that include K,
i.e.,fdixID 2 D j Kgixip  Kg. Since the possible outcomes of this search can be
quite large, a limit | is set to the number of returned results. Upon request, the
responsible node returns to the requester all the dixID s that it keeps in its table
and the dixIDs that its neighbors (or the neighbors of its neighbors, and so on)
keep in their table, associated with K.

In the Pin Search, the system needs to retrievedixID s only from one node. While, for
Superset Search, the system needs to retrievadix|D s from all the nodes responsible
for a superset of K. Such nodes are contained in the sub-hypercube SH(S, F) induced
by the node u responsible for K, where Sincludes all the nodes s 2 V that “contain”
u,i.e.,ui = 1) w; = 1, while Fincludes all the edges e 2 E between such nodes.
Thus, during a Superset Search, the induced sub-hypercube is computed, and then only
nodes in such sub-hypercube are queried using a spanning binomial tree as described
in (Joung et al., 2007) (de nition 4.2). More speci cally, the | limitis a query parameter
that indicates the maximum number of dixID s to return when traversing the spanning
binomial tree.

5.3.2.2 The Query Routing Mechanism

Users can inject queries into the system external to the DHT to any v 2 V DHT node.
Through a routing mechanism, a query g with a de ned keyword set k will reach a
node u 2 V that is responsible for that keyword set. If qis of type Superset Search, then
the query will reach all the nodes accountable for keyword sets that include K until
the limit of dixIDs| is reached. This process is described in detail in Algorithm 1. This
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Algorithm 1: QueryRoutingMechanism
Input: gquery, K keyword set, | limit
Global Data: rID (v), ong€Vv), neighborg§v)
Result: fdixID 2 Dj K, Kg

1ondu) f h(k)jk2 Kg

2rID(u) GetRIDFromOnegongu))

3 if rID(u) & rID(v) ™ From(q) = “User then

4 w f njn 2 neighborév) Min (Hamming (n,u))g
5 return QueryRoutingMechanism(w, g, K,I)

6 else

7 if Typg(g) = “PinSearch then

8 \ return GetDixIDsFromIndexTable(K, 1)

9 else if ondu) ondv) then // i.e., SupersetSearch
10 dixIDsList ~ GetDixIDsFromindexTable(K, I)
11 I | Length(dixIDsList)

12 From(g) “Nodé¢

13 while 1> 0do

14 ¢ GetNextSBTreeChild(u)

15 cList QueryRoutingMechanism( ¢, q,K,I)
16 dixIDsList  dixIDsList + cList

17 I | Length(cList)

18 end

19 return dixIDsList

20 end

21 end

algorithm is executed by each node every time it gets a new query from a neighbor or a
user. The routing mechanism from a node v 2 V receiving a query g from a user, with
a keyword, set K and a limit | is as follows:

1. if node v is not responsible for K, i.e.,fh(k) j k2 Kg = ondu) 6 ondVv), then it
computes, for all its neighbor nodes, the Hamming distance to node u;

2. node vV broadcasts the query gto the neighbor w with the lowest distance to u;

3. these two steps are repeated byw and by the subsequent nodes until the query q
reachesu;

4. if the query qis of type Pin Search u returns the dixIDs associated with K, i.e.,
fo2 OjKy= Kg;
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5. else (in the case of a Superset Searchy computes its children nodes in the

spanning binomial tree of the induced sub-hypercube;

6. then node u broadcasts q to the children nodes until the limit of dixIDs| is
reached,;

7. the children nodes will repeat the process from step 5 with their children and
then return the dixIDs;

8. nally node u returns the aggregated dixID s associated with different supersets
ofK,i.e.,fo2 Oj K, Kag.

5.4 Implementation and Evaluation

In this Section, we are interested in describing how the implementation of the decen-
tralized indexing performs, particularly regarding the hypercube DHT. Because the
network underlying the hypercube DHT can arbitrarily grow in size, we will rst vali-
date the query mechanisms through a simulation of a large P2P network implementing
our proposal. After that, we will focus on the performance evaluation related to the
responsiveness and reliability of our actual software implementation of a hypercube
DHT node based on simulated user interactions generated from a vehicular scenario.

5.4.1 Hypercube DHT Validation

To validate the ef ciency of the routing mechanism, we conducted a simulation assess-
ment using PeerSim, a simulation environment developed to build P2P networks using
extensible and pluggable components (D'Angelo and Ferretti, 2011; Montresor and
Jelasity, 2009). The simulation implementation and the results data can be found as
open source code in (Giansante and Zichichi, 2021).

To validate the Pin Search and Superset Search mechanisms, we tested different
sizes of the hypercube DHT. Speci cally, the number of nodes varied from 128 ( r = 7)
upto 8192 (r = 13). Then, for each dimension r, a different number of randomly created
keywords- dixID couple was inserted in the DHT. The number of dixID taken into
consideration varies in the range 100, 1 000 and 10 000.

Given that it consists of a simulated test, we considered the number of hops required
for each new query as a parameter to be evaluated. A hop occurs when a query message
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is passed from one DHT node to the next. The query keyword sets were randomly
generated, and the starting node was randomly chosen. For each type of test, 50
repetitions were performed, and then the average results were calculated. The limit

value was set for the Superset search tol = 10.

Number of hops on average when variating the number of nodes and keywords-dix|D couples for the Pin Search
(left) and Superset Search (right).

Figure 5.2: Histogram showing the average number of hops for a query.

Table 5.1: Pin Search Number of Hops.

rfo(c)i]:as Average Standard Deviation Con dence Interval (95%)

100 [ 1000 10000 100 | 1000 10000 100 | 1000 | 10000

128 | 364 | 32 | 35 | 1.33 | 1.32 | 1.12 ] (3.2,4.0)] (2.8, 3.5)] (3.1, 3.8)
256 | 4.08 | 4.28 | 3.66 | 1.45 | 1.48 | 1.31 | (3.6, 4.4)| (3.8,4.6)| (3.2, 4.0)
512 | 462 | 48 | 472 | 157 | 1.70 | 1.24 | (4.1,5.0)] (4.3,5.2)] (4.3,5.0)
1024 | 5.02 | 496 | 49 | 1.68 | 1.67 | 1.69 | (4.5 5.4)| (4.4,5.4) (4.4,5.3)
2048 | 5.48 | 6.04 | 548 | 1.76 | 1.85 | 1.69 | (4.9,5.9) (5.5,6.5)| (5.0, 5.9)
4096 | 6.02 | 6.18 | 5.96 | 1.55 | 1.61 | 1.62 | (5.5,6.4)| (5.7,6.6)| (5.5, 6.4)
8192 | 6.78 | 7.08 | 6.28 | 1.63 | 1.60 | 1.64 | (6.3, 7.2)| (6.6, 7.5)| (5.8, 6.7)
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Table 5.2: Superset Search Number of Hops.

nig::‘s Average Standard Deviation Con dence Interval (95%)

100 \ 1000 \ 10000, 100 \ 1000 \ 10000 100 \ 1000 \ 10000
128 [ 18.28| 454 | 352 | 8.44 [ 1.54 | 1.19 [ (15.9,20.6)] (4.1,4.9) [ (3.1, 3.8)
256 | 35.90| 6.80 | 4.16 | 17.89| 2.25 | 1.43 | (30.9,40.8)| (6.1,7.4) | (3.7,4.5)
512 | 51.18| 12.16| 4.46 | 37.85| 3.29 1.31 | (40.6,61.6)| (11.2,13.0)| (4.1,4.8)
1024 | 91.06 | 21.70 | 5.08 | 72.44| 6.23 | 1.68 | (70,111) | (19.9,23.4)| (4.6,5.5)
2048 | 115.70 34.56| 7.84 | 98.39| 13.00| 1.98 | (88,142) | (30.9,38.1)| (7.2,8.3)
4096 | 196.00 63.38| 11.92 | 186.88 25.37 | 2.64 | (144, 247)| (56.3,70.4)| (11.1,12.6)
8192 | 243.90 120.38 20.38 | 253.59 68.65| 6.28 | (173, 314)| (101, 139)| (18.6,22.1)

5.4.1.1 Results

The Pin Search tests results are shown in Table 5.1 and Figure 5.2 (left), while Superset

Search ones are shown in Table 5.2 and Figure 5.2 (right). Overall, the number of hops

required to transmit a message from the source node to the destination node increases

as the hypercube DHT dimension r increases.

In the case of the Pin Search, the average number of hops increases from abouB.5
for 128nodes (r = 7) to about 6.72for 8192nodes (r = 13). The number of dixIDs in

the testbed does not affect the nal outcome, since the path to reach the target node

only follows the rationale of the hypercube DHT and does not depend on the number

of keywords- dixID associations stored in the DHT.

In the case of the Superset Search, anomalous values stand out corresponding to a

high number of hops between nodes with lower dixIDs number. It can be explained

by the fact that the Superset Search traverses the hypercube DHT nodes until it nds

the number of dixIDs indicated by the limit, i.e., |

= 10. In a network with many

nodes and few dixID s, the query might take longer to reach the | limit, because many

nodes are “empty”, i.e., have no dixID to return. For con gurations where dixIDs are

uniformly distributed, e.g., 4096nodes and 10000dixID s, then the Superset Search has

similar results to the Pin Search, and the difference depends on the | value. Indeed, the

rst 5.96hops, on average are required to reach the responsible node (i.e., same as the

Pin Search), then other11.92 5.96= 5.96hops are needed to reach other nodes to

reach thel limit.
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5.4.1.2 Discussion

The results obtained validate our hypercube DHT because they reach the theoretical
ef ciency of a hypercube structure. Indeed, the Pin Search number of hops is of the
order of the logarithm of the hypercube nodes number, i.e., log(n) = r. In particular,

on average they are equal to '092(”) = 5. For what concerns the Superset Search number

of hops, on average, it is in the order of the % + p(l,u), where p(l,u) is the average
number of hops required to obtain a number | of dixID s from u's neighbors.

These results show the goodness of the solution, in theory, reaches a balanced
trade-off between memory space and response time. Especially in the DLTs case, where
searching for a piece of data in a transaction means traversing all the ledger “transaction

sea”, this is a substantial improvement.

5.4.2 Implementation and Evaluation

After having validated our hypercube DHT proposal, we implemented the whole
decentralized indexing architecture and evaluated its performance.

5.4.2.1 Implementation

The implementation of the components of our proposed decentralized indexing consists
of the following:

« The personal device application has been developed again as a module that was
used for simulating several instances of devices that interact with the PDS and
the hypercube DHT. We performed another simulation similar to the one present
in Chapter 4 based on a scenario where personal data is uploaded voluntarily
by smartphone users to the PDS and hypercube DHT. The scenario consists
of a road hazard detection application. While driving, users upload the data
gathered from their smartphones' gyroscope, accelerometer, and GPS to detect
and measure the vibrations in potholes and bumps. The geodata related to the
position where the hazard is recorded and other data points are uploaded to the
PDS, and the IOTA message id, i.e., thedixID, retrieved after entering the data in
the Tangle, is inserted into the hypercube DHT. These keywords are determined

by the encoding process based on the geoposition related to the data:
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— the rst encoding consists in converting the latitude and longitude of the
geoposition data into Open Location Code (OLGRinckes and Bunge, 2015).
This code represents areas in the world with a precision of 3.5 squared meters
(when the code has a length of 11 characters). The fewer digits, the larger
the squared area, and vice versa. For instance, a 4-digit code such a$P23
identi es a particular squared area with a side of 110 km.

— the second encoding is a transformation of an OLC to an rID . For example,
given the OLC “6P0000” and r = 6, each or a contingent group of characters,
depending on the granularity chosen, is associated with a speci ¢ position
in the rID: “6” with position 4 and “P” with position 5. Then “6P0000+"
would be converted to “000011”. Since the code “6PH57VP3” contains the
code “6P0000+" (while for the OLC logic the latter represents an area that
contains the area represented by the former), then the rID representing the
former code must include the “000011” representing the latter, i.e., a rID
such as “101011” becauseon€10101)  ong00001).

The implementation can be found in (La Piana et al., 2021).
» The DFS component is the same as the one implemented in Chapter 4.
« The DLT component is the same as the one implemented in Chapter 4.

» The Hypercube DHT component is implemented as software that each node runs
for maintaining the index table and answering the queries it receives. The source
code is written in Python, and it implements a network peer node exposing the
four main actions employing the Flask server framework (Grinberg, 2018), i.e.,
Insert object, Remove object, Pin Search, Superset Search. The implementation
can be found in (La Piana et al., 2021).

5.4.2.2 Evaluation

To test the inserting and retrieving of data to and from the decentralized indexing
system, we simulated a vehicular scenario in which road hazard detection was per-
formed through the implemented system. The vehicular environment was simulated
to generate data and queries to the rest of the system deployed and executed in a real
environment, i.e., a dedicated host with a quad-core Intel Core i7 CPU and 16GB RAM.
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In all tests con guration, the unique physical host ran the software for 8, 16, 32, and
64 different logical nodes and populated the network each time with  dixID generated
following the simulation.

The simulation contained a geographical area with different routes, 10vehicles for
each route with a starting point, a destination and a path to follow, and a set of road
hazards (e.g., potholes or obstacles) randomly placed in the routes. In the insert phase,
each vehicle that encounters a road hazard uploads the data to the PDS and the obtained
dixID to the hypercube DHT associated with the current geoposition keyword. The
retrieve phase is concurrent to the previous one and consists of periodically querying
the system to query for road hazards (every 3 minute). Given a speci ¢ location, the
system must report all the registered road faults within that area. This is possible
thanks to the use of the Superset Search.

Results are reported as box plots and with a line plot where the diamond represents the mean value of the overall

latency. The rectangle identi es the Inter-Quartile Range (IQR), i.e., values from the 25th to the 75th percentile,
representing the middle 50% of values. Hence, the lower part of the box (let denote it Q1) is the rst quartile (25th
percentile), and the highest (denote it Q3) is the third quartile (75th percentile). The blue line inside the box is the
median value. The lower and upper values identi ed by the vertical line are the whiskers. In box plots, the whiskers
are de ned as 1.5 times the IQR. Thus, the lower whisker is Q1 - 1.5*IQR, while the upper whisker is Q3 + 1.5*IQR;

they represent a common way to describe the dispersion of the data. Finally, the’ mdribols outside the
whiskers are the outliers.

Figure 5.3: Box plot representing the DHT's Insert, Pin, and Superset Search operations
latency.

Results The process of signaling hazards to the system involves two operations
performed in sequence. The rst consists of uploading the data to the DLT and DFS

components of the PDS. We omit the evaluation of this operation as the previous
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Chapter (see Section 4.4 in Chapter 4) already gave us an idea of the performance of
different DFS implementations and IOTA. The second operation consists in inserting
the geoposition keywords- dixID association in the hypercube DHT. The process of
retrieving the hazards from the system involves the two specular operations performed

in sequence, i.e., searching the data through the hypercube DHT by using geoposition
keywords and then fetching the data using the obtained dixIDs.

» Hypercube DHT InsertFigure 5.3 (left) shows how the average time for inserting
the object in the DHT grows as a function of the parameter r that determines
the size of the hypercube DHT. the average insertion time can be considered low
as it varies from a few more than 1 second, with r = 3 (8 nodes), to a few more
than 2 seconds with r = 6 (64 nodes). A second aspect concerns the presence
of outliers in all the simulations carried out; in some cases, the insertion in the
hypercube DHT requires longer than average. The presence of outliers, whose
frequency increases as the size of the network increases, is partly due to the
randomness factor in the choice of the node that receives the request. If the
requested node might be very distant in terms of the Hamming distance from the
node responsible for the geoposition keywords, it may take many nodes forwards
before reaching it. It translates into an increase in latency.

» Hypercube DHT Retrieveln Figure 5.3 (center and right), it can be seen that, when
retrieving objects from the hypercube DHT, the increase in the network size has a
relatively low impact on the overall latency. In fact, despite the number of nodes
in both types of search, the average search time in a rather complex situation,
such as the one assumed in the creation of the scenarios, is low. The Pin Search
has a minimum latency value of 1 second forr = 3 with an increase to only
1, 6seconds whenr is doubled (Figure 5.3, center). At the same time, however,
the results present much more outliers when compared to the Superset Search
(Figure 5.3, right). The Superset Search latencies increase by 400milliseconds
concerning the Pin Search ones.

Discussion Results show that, as expected, the hypercube DHT on top of a DLT or
DFS approach allows for fast identi cation of data that satis es a given keywords-
based query. In our implementation, the latency for executing the insert and retrieve
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operations in the hypercube DHT runs in sublinear time concerning r. It should be
noted that the two types of search, i.e., Pin Search and Superset Search, have a slight
difference in terms of average latency that is due to the Superset Search limit parameter
[, which in this use case satis es the geographical area related to the hazards and the
geoposition of the user executing the query. In general, the hypercube DHT results
show the goodness of the solution in the trade-off between memory space and response
time, as expected after the validation.

5.5 Conclusions

In this Chapter, we proposed a system based on a hypercube DHT that provides an
ef cient decentralized indexing and content lookup through multiple keyword-based
gueries. This layer-two solution can be applied to different kinds (or combinations) of
DLTs and DFS. In our proposal, we address the problems of PDS regarding ef cient
personal data lookup and the possibility of implementing complex queries without
reinstating an element of centrality. We rst show the design of such a decentralized
system and its implementation; then, we offer a case study in which the proposed
architecture is used for geodata storing and retrieval based on a road hazard detection
scenario. Beingr the hypercube dimension (a value in the order of the logarithm on the
number of DHT nodes), on average 5 number of hops (i.e., when a query message is
passed from one DHT node to the next) are required for a Pin Search, i.e., a punctual
search based on a speci ¢ keyword set. Regarding the Superset Search, i.e., a broader
search based on a particular keyword set and its supersets, the number of hops depends
on the ratio between the limit | assigned to the query and the distribution of objects
between nodes.

5.5.1 DLT-agnostic considerations

Our implementation of the decentralized indexing is based once again on the use
of IOTA as DLT. In this case too, the architecture presented in this chapter and the
hypercube DHT can be considered agnostic to the DLT chosen. In fact, any DLT
solution proposed up to the writing of this work, uses unique dixID to represent a
meaningful piece of the ledger, e.g., a transaction or a block. In Ethereum, for instance,
a transaction dixID = 0x8755646822956303bf...0399808&24c3c52580@ can include the
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relevant information and the dixID can be used in the hypercube DHT as we have
shown in our experiments. The disadvantage again would be a loss of performance
due to the Ethereum consensus mechanism.
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Chapter 6

GDPR-compliant Multi DLT
Architecture for Access Control

The content of this chapter is based on the contributions published here:

* M. Zichichi, S. Ferretti, G. D'Angelo, and V. Rodriguez-Doncel, “Data Governance
through a Multi-DLT Architecture in View of the GDPR, Cluster Computing, pp.
1-28. Springer Nature, 2022.

* M. Zichichi, S. Ferretti, and V. Rodriguez-Doncel, “Decentralized Personal Data
Marketplaces : How Participation in a DAO can Support the Production of Citizen-
Generated Data,Sensors, pp. 1-31. MDPI, 2022.

The software produced during the development of this chapter is stored here:

* M. Zichichi, and J. Sparber (2021). Personal data decentralized access control

tests. DOI: 10.5281/zenodo0.4572552

* M. Zichichi (2021). Rust implementation of the umbral threshold proxy re-
encryption scheme. DOI: 10.5281/zenodo.6548260

« M. Zichichi (2022). Implementation of a dao that governs the exchange of data
with an aggregator. DOI: 10.5281/zen0do0.6548262
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This Chapter complements the previous two by outlining a system that closes
some of the shortcomings of the one described so far and adds an essential tool for
reaching agreements in sharing personal data, namely smart contracts. We enter into
the description of the architecture of a complete decentralized Personal Information
Management Systems (PIMS) (see Section 2.3.2 in Chapter 2). As already anticipated,
the PIMS is an instrument that enriches the PDS capability of storing and making
available data by providing individuals with decisional power over all aspects of their
data. The decentralized aspect paves the way toward data intermediation where data
holders and processors areconstrained to act precisely as the subject instructed, e.g.,
through consent. Decentralization inevitably necessitates some forms of cryptography
to render decentralized systems secure. In (some) centralized systems, one can afford
to lose some con dentiality because of the trust in the system maintainer or in the
laws that it needs to comply with, e.g., “my latest blood test result document is not
encrypted in my Google Drive storage”. On the other hand, in decentralized systems,
one is forced to not tolerate any lack of con dentiality because of the lacking trust in
the system maintainers. A decentralized system that places the user at the center (see
Section 2.3 in Chapter 2) seems counterintuitive, but at the same time, if one is put at
the center of an environment where no one can be trusted, comprehensive security
(i.e., cryptography in this case) is vital. If, on the other hand, one (thinks he/she)
trusts another entity, comprehensive security is scratched by the fact that this entity
might “make one's life easier”. It is our interpretation of the Web 3.0 idea, and its
implementation is conveyed through cryptographical methods and tools described in
this Chapter.

We refer again to the European strategy for data (European Commission, 2020),
with regards to the urgent need to place individuals at the center of personal data
management, and we focus on relievingthe absence of technical instruments that make
the exercise of one's rights simple and not excessively burdensome. In our architecture,
on top of the PDS and decentralized indexing layers, the data intermediaries implement
an authorization service to provide data access to potential data recipients. Access to
the data stored on a PDS can be allowed by the data holder through smart contracts.
These contracts are encoded instructions and data structures that maintain a record
of eligible data recipients, i.e., those to whom to issue the keys needed to access the

112



encrypted data. Data subjects arerelievedn exercising their rights by the decentralized
computation of their policies, which is inevitably secured by the cryptographical access
control mechanisms. As seen in these few lines, smart contracts are central to this
Chapter's development and the continuation of this work. Moreover, its use for these
purposes is already being addressed in the EU Data Act Regulation proposal (European
Commission, 2022) (Article 11): “The data holder may apply appropriate technical protection
measures, including smart contracts, to prevent unauthorized access to the data and to ensure
compliance with Articles 5, 6, 9, and 10, as well as with the agreed contractual terms for making
data availabfe It gives us a (future) practical use of the system we will describe in

the following. The Data Act lays down rules: (i) on making data generated by the

use of a product or related service available to the user of that product or service; (ii)

on the making data available by data holders to data recipients; (iii) on the making

of data available by data holders to public sector bodies or Union institutions. Data
holders and recipients are roles with the same meaning we have used up to now
(described in Chapter 4). The regulation applies to a wide range of actors, but mainly to

(i) manufacturers of products and suppliers of related services placed on the market in

the EU, (ii) their users, (iii) other data processors or data holders making data available

in the EU, (iv) their recipients, and (v) public sector bodies and Union institutions.

A PIMS results as a suitable solution for what has been provisioned in Article 4, i.e.,
making their generated data to users continuously and in real-time through electronic
means. Moreover, Article 11 states that the data holder may use smart contracts to
prevent unauthorized access to the data and to ensure compliance with the agreed
contractual terms for making data available. It is our aim in this Chapter and the next

one (Chapter 7). Our proposed PIMS adds to the PDS and decentralized indexing the

use of smart contracts to enable its users the features of data custody and traceability

of personal data and a system for access authorization.

Finally, in this Chapter, we will focus on some aspects of the architecture of PDS
and decentralized indexing that raised some concerns about their compliance with
the GDPR. In particular, we will describe how to implement a permissioned network
of data holders while maintaining comparable security to the permissionless version
described so far, that is, based on the public permissionless networks of IPFS and IOTA.
This is done by transforming the current DLT component into a multi-DLT system,
achieving the security of decentralization, high throughput, and low latency. The Audit
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DLT, i.e., mainchain, consists of an already existing public permissionless DLT (e.g.,
Ethereum or IOTA) that stores batch transaction validations of the authorization DLT,
i.e., a (semi)-private permissioned sidechain executing the authorization mechanism.

The original contributions and novelties of this Chapter are described in the follow-

ing:

« First, we describe a novel PIMS based on a multi-DLT GDPR-compliant design.
We propose an extension of our PDS and decentralized indexing system with a
component for the secure control of access to personal data. These components
are aggregated through a novel multi-DLT system where a permissioned DLT pro-
vides the authorization mechanism, and a permissionless DLT provides security
and auditability.

» Second, we provide an interdisciplinary analysis of technical and non-technical
drivers for designing a GDPR-compliant decentralized PIMS that can be general-
ized to different systems handling personal data. Furthermore, we discuss our
proposal’s security and privacy properties based on a privacy impact assessment
methodology.

« Third, we provide a prototype implementation of the described system, and
we evaluate its performance by employing an experimental evaluation. More
speci cally, the implementation is based on an Ethereum private blockchain
where we (i) test the distributed data access control execution and (ii) evaluate
the implementation of the smart contracts in terms of gas usage.

The remainder of this Chapter is organized as follows. Section 6.1 presents the
background concepts behind the proposed architecture and related works. Section 6.2
has the purpose of providing an overview of the PDS architecture we propose. In
Section 6.3, we specify the architecture's components, then discuss its GDPR compliance.
In Section 6.5, the implementation of the PDS is described and evaluated in terms of
performance. Finally conclusions are presented in Section 6.6.

6.1 Background and Related Work

In this Section, we describe the technologies that will be used for building the proposed
software architecture, and we introduce the decentralized PIMS-related literature.
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6.1.0.1 Smart Contracts

An immutable set of instructions whose execution is calculated deterministically by
all (or several, depending on the protocol) peers in the DLT network is embraced by
the de nition of the smart contract. Each node executing the instructions receives the
same inputs and produces the same outputs, thanks to a shared protocol. Hence, these
properties allow the issuer of a smart contract not to require the presence of a trusted
human third-party validator to check the terms of an agreement (which is why the
term contract is used). However, since it consists of executable code, the issuer must
also be sure that the behavior implemented is correct (e.g., through code veri cation).
In Ethereum (Buterin et al., 2013), the smart contract is a set of instructions and a state,
where the latter is modi ed utilizing transactions that enclose data and references
to the former. The state evolution is ultimately traced in the ledger. These contracts
can be considered trustless based on the assumption that most participant nodes are
honest and follow the Ethereum protocol. In particular, this protocol allows computing
(quast)Turing-complete programs, i.e., smart contracts, capable of processing any type
of calculation where steps are bounded. A price, measured in a unit called “gas”, is
associated with each smart contract execution, and a gas limit is imposed to avoid

in nite computation (Buterin et al., 2013).

6.1.1 Cryptographic Access Control and Keys Distribution

Access control is the ability to regulate access to some resources by enforcing per-
missions established by a set of policies, e.g., discretionary, mandatory, role-based,
attribute-based (Maesa et al., 2019). In cryptographic access control (Kayem et al., 2010),
policy enforcement depends on the security of the underlying cryptographic primi-
tives and appropriate key distribution. Centralized control of data accesses, conveyed
through a central access control server and keys distributor, entails the risks of a single
point of failure and, above all, privacy leakages (Jemel and Serhrouchni, 2017). On
the other hand, cryptographic access control paradigms built around secret sharing
or proxy re-encryption can offer a better guarantee of privacy and security in the key
distribution. It is obtained through proper decentralized key exchange mechanisms, as

described in the following Sub-Sections and in Section 6.3.2.
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6.1.1.1 Secret Sharing

Secret sharing (SS) was rst proposed in (Shamir, 1979) and (Blakley, 1979) by Shamir
and Blakley. It consists of a threshold scheme (t, n) in which each participant in a set of
n participants owns 1 of the n shares of a secret, and any subset ot  n participants
can reconstruct it. Consider the key used to decrypt data as a secret. In a network of
n nodes, consensus can be reached by issuind shares to an eligible data recipient to
allow the latter to decrypt the data. Any node cannot access the data independently, as
it would need the help of other t 1 nodes.

6.1.1.2 Proxy Re-Encryption

In a dynamic distributed communication between an arbitrary number of data holders
and recipients, proxy re-encryption (PRE) represents a scalable cryptographic protocol
that allows ciphering a datum without the need to know the recipient of that datum

in advance. The general de nition of PRE (Ateniese et al., 2006) consists of a public
key encryption protocol that contains a re-encryption phase in which the plaintext is
not revealed. Speci cally, in this phase a sender (i.e., a data holder) with a key pair
(pky, ski) generates a re-encryption keyrk;, » to be sent to a semi-trusted proxy server
together with a ciphertext ¢, encrypted with the public key pk;. Then the proxy server
can run the proxy re-encryption algorithm to generate a new ciphertext cpy,, containing
the plaintext, which is decryptable by a receiver (i.e., a data recipient) with the key
pair (pkz, sk2). The proxy only uses rky » and cy,; therefore, it has no access to the
plaintext. However, it must be semi-trusted because thanks to rk; », it can re-encrypt
any ciphertext with pk; in favor of the recipient. A speci ¢ instance of PRE is one-way
proxy re-encryption, where the re-encryption function is one-way.

6.1.2 Related Work

The main intent of decentralized execution is to make the processes involved in manag-
ing access control fully auditable while at the same time ensuring strong cryptographic
properties (Maesa et al., 2019). Systems based on DLTs and smart contracts can be
leveraged in access control mechanisms to solve problems related to centralization and
privacy leakage (Jemel and Serhrouchni, 2017; Rouhani and Deters, 2019) and to store,
share and transmit data securely (Aiello et al., 2020; Hassanzadeh-Nazarabadi et al.,
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2021). In the following, we will describe works related to decentralized access control
and some projects that involve using DLTs for GDPR-compliant data sharing. Finally,
we will compare the works we cited in this Chapter and the Chapter related to the PDS

(see Chapter 4) using Table 6.1.

6.1.2.1 DLT-based PIMS

Many researchers have attempted to envision data management systems where the
user retains control over data, and in some cases, GDPR compliance is taken into
account. (Hawig et al., 2019) propose an architecture based on distributed technologies
to exchange health data. They aim to propose a system that provides immutability,
interoperability, and GDPR compliance. DLTs have been involved in many cases of
health information exchange, and there is a general trend in this eld for integrating
DLT-based systems in healthcare processes (Jiang et al., 2018). The work of (Koscina
et al., 2019) enables healthcare data exchange through a distributed architecture, fo-
cusing on exploiting smart contracts for consent. Their speci cation is instantiated in
the Horizon 2020 MyHealthMyData (MHMD) project, conceived to be the rst open
network of biomedical information to connect organizations and individuals. MHMD
users keep a digital copy of their medical data in a personal data account that can be
hosted on any cloud-based data management service. Users customize the dynamic
consent preferences through smart contracts according to the type of data requested,
by whom, and for what purpose. Data transactions are always traceable and compli-
ant with GDPR. Another Horizon 2020 project related to DLT-based architectures for
personal data is the DECODE project, which provides tools for individuals to take
control of their data and share it. Thanks to these tools, it is possible to build a data-
centric digital economy where data is generated and gathered by individuals and loT
devices, with appropriate privacy protections. Other authors that focus on personal
data sharing are (Yan et al., 2017). They present a PDS that allows users to collect, store
and give third parties ne-grained access to their data using a SS scheme. DeepLinQ
(Chang et al., 2018) is a multi-blockchain architecture similar to our proposal. It aims
to support privacy-preserving data sharing in the healthcare sector through granular

access control and smart contracts.
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Table 6.1: Summary of the features and comparison of the related works concerning our

decentralized PIMS.

Off- On-chain Keys
Work Schemas chain Anonymization GDPR Distribution
(Shafagh Dual-Key .
etal., Regression ES Yes, Ngt epr|C|t,. Ef cient
2018) + ACL Stealth addresses Possibly compliant
Jian .
(et al 9 ECC DES Yes, Not explicit, Data holder
20195 Stealth addresses Possibly compliant ~ burden
(Ali ECDSA +
etal., Symmetric DFS No, Not compliant Data holder
2017) Encryption Pseudonymous burden
Zhan - . .
(et a|_g ABE FS Yes, Attribute-Based Not explicit, Single point
2018,) Signature Possibly compliant  of failure
(Wang No Data holder
etal., ABE DFS Pseud ! Not compliant burden + Keys
2018) seudonymous On-chain
(3(5(; ABE DES Yes, Identity managed Not explicit, Single point
2026’) by central auth center Possibly compliant  of failure
(Chang .
etal, RBAC Fs Yes, Not explicit, Ef cient
2018) Multi-DLT architecture  Possibly compliant
ECDSA +
(Zyskind Symmetric \
etal., Encryption DFS 0, Not compliant Data holder
2015)  (+ Multi-party Pseudonymous burden
computation)
(Yan N
etal., Hierarchical SS No 0, Not compliant Ef cient
2017) Pseudonymous
(Truong . .
etal, ECDSA+ACL FS _ Yes, Compliant Single point
2020) Private DLT of failure
(Onik ECDSA + _ _
etal., Symmetric DFS _ Yes, Compliant Single point
2019) Encryption Private DLT of failure
Egorov KEM/DEM o
(e?al. technique DFS No, Not explicit, Data holder
20173 + TPRE Pseudonymous Possibly compliant ~ burden
KEM/DEM
technique Yes, . .
Ours DFS Compliant Ef cient
! SS + TPRE Multi-DLT architecture P !
+ ACL

ECC stands for Elliptic Curve Cryptography, ECDSA for Elliptic Curve Digital Signature Algorithm,
ABE for Attribute-Based Encryption, RBAC for Role-Based Access Control, SS for Secret Sharing and
TPRE for Threshold Proxy Re-Encryption. Possibly GDPR compliant means the provided architectures
could be made compliant with low effort, e.g., appoint data controllers for permissioned DLTs nodes.
The ef ciency in the keys distribution operation is intended for the system user
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6.1.2.2 Decentralized and Attribute-Based Access Control

Existing literature provides many DLT-based access control system implementations
based on attribute-based encryption (ABE) (Waters, 2011). This solution provides policy
expressiveness without introducing many elements into the system infrastructure. ABE
encrypts the data using a set of attributes that form a policy, and only those with a
secret key that meets the policy can decrypt the data. This DLT-based access control
through ABE is a speci c case of general attribute-based access control (ABAC), where
access is given after a policy evaluation based on subjects' attributes. An instance is
using the eXtensible Access Control Markup Language (XACML) to enable access to
a subject having attributes such as “email domain equals to abc.com” (Rouhani and
Deters, 2019).

In (Zhang et al., 2018), the authors designed a system using ABE-based access
control and smart contracts to grant data access, with a similar policies mechanism to
our solution. In contrast, authors of (Wang et al., 2018) and (Xu et al., 2020) propose
similar frameworks that combine DFS and blockchains to achieve ne-grained ABE-
based access control. However, in all three works, the secret attribute keys are issued
directly by the data holder in the DLT or central authority. This limits data sharing
from the security (key immutably stored in DLT) and GDPR (right to data deletion)
perspective.

Among these schemes, ABE presents issues such as privacy leakage from the private
key generator (Hur and Noh, 2010) and a single point of failure (Jemel and Serhrouchni,
2017; Rouhani and Deters, 2019). Moreover, it also presents issues on feasible (in terms
of ef ciency and security) decentralized key generation and revocation (Meessen et al.,
2018). In this Chapter, we focus on access key distribution rather than policy evaluation,
e.g., ABAC. In fact, to reduce the complexity of the smart contract, we leverage an
access control list (ACL) instead of attributes.

6.2 Personal Information Management System Architecture

In this Section, we provide an overview of the architecture of a multi-DLT PIMS based
on the use of a smart contract for personal data access control. An audit DLT and
an authorization DLT interact in a multi-DLT architecture to provide scalability and
security to the whole PIMS. In the following, we will expand the architecture proposed
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up to this Chapter and then de ne a formal model for the cryptographic part of our
proposal, which will not be rigorously proved in its entirety. We believe that a formal
demonstration of it is outside the scope of our work and would take away space from
another critical issue for the security of our system, namely the discussion of how we

have implemented Privacy by Design in a decentralized context.

6.2.1 Actors and architectural components

Our rst aim is to identify the actors involved in the architecture of the PIMS. Then we

will give an overview of the architectural components.

6.2.1.1 Actors

We identify the following actors:

» Data subject (DS) - The same one as in Section 4.2 of Chapter 4. In the following,

we will refer to this actor using the following notation  DS.

« Data holder (DH) - The same one as in Section 4.2 of Chapter 4. In the following,

we will refer to this actor using the following notation DH.

« Data intermediary (DI) - The same one as in Section 4.2 of Chapter 4. In this case,
we have three specializations of data intermediary because the DLT providers are

now of two kinds:

— DFS provider (SP) - The same one as in Section 4.2 of Chapter 4. In the
following, we will consider a SR being part of a set of DFS providers SP =
SP,...,SBy,withl j m.

— DHT provider (TP) - The hypercube DHT (physical) node described in
Chapter 5. In the following, we will consider a TP being part of a set of
DHT providers TP = TPy,...,TPg,withl ¢ d.

— Authorization server (AS) - An actor within the (semi-)private permissioned
authorization DLT that enacts the distributed authorization. In the following,
we will consider an AS; being part of a set of authorization servers AS =
AS,,...,AS,, withl i n.
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